
 
March 22, 2023  

MEMORANDUM FOR: André Mendes 
 Chief Information Officer 
 Department of Commerce  

FROM: Frederick J. Meny, Jr 
 Assistant Inspector General for Audit and Evaluation 

SUBJECT: Audit of the Department's Implementation of Multi-Factor 
Authentication on High Value Assets (#2023-452) 

We are initiating an audit of the U.S. Department of Commerce’s implementation of multi-
factor authentication on its high value assets. Our objective is to determine whether the 
Department has implemented multi-factor authentication on its high value assets in accordance 
with zero trust architecture principles. 

We plan to begin this work immediately. We will contact your audit liaison to schedule an 
entrance conference, at which time we will discuss in further detail our objective and scope, 
time frames, and any potential requests for data. If you have any questions about this audit, 
please call me at (202) 793-2938 or Ping Sun, Director for IT Security, at (202) 793-2957.  

We thank you in advance for your cooperation during this effort. 

cc: Ryan A Higgins, Chief Information Security Officer, Department of Commerce 
 Param Soni, Chief Information Officer, BEA 
 G. Nagesh Rao, Chief Information Officer, BIS 
 Luis Cano, Chief Information Officer, Census Bureau 
 Jim Gwinn, Chief Information Officer, FirstNet Authority 
 Gerald Caron, Chief Information Officer, ITA 
 Chandan Sastry, Chief Information Officer, NIST 
 Zachary Goldstein, Chief Information Officer, NOAA 
 Catrina Purvis, Chief Information Officer, NTIA 
 Leigh Anne Levesque, Acting Chief Information Officer, NTIS 
 Maria Hishikawa, Director, Office of Security Program Management Services, OCIO 
 Zachary Schwartz, Interim Chief Information Officer, Office of the Secretary 

William Cabrera, Director of Enterprise Risk Management and Deputy Chief Risk Officer, 
   Office of the Secretary 

 Jamie Holcombe, Chief Information Officer, USPTO 
 Joselyn Bingham, Audit Liaison, OCIO 
 MaryAnn Mausser, Audit Liaison, Office of the Secretary 
 Rehana Mwalimu, Risk Management Officer and Primary Alternate Department GAO/OIG 
      Liaison, Office of the Secretary 


