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Attached is our final report on our review of First Responder Network Authority (FirstNet)
ethics- and procurement-related matters in response to concerns raised by a FirstNet Board
member in April 2013. Our objectives were to determine whether the Department


had adequate processes in place to ensure that FirstNet Board members properly filed
financial disclosures and identified potential conflicts of interest; and



used the appropriate contract type, fairly awarded and appropriately administered FirstNet
contracts, ensured services purchased under those contracts met industry standards, and
were consistent with contract requirements.

We found that the Department’s confidential and public disclosure monitoring procedures were
inadequate (see finding I). Board members did not file timely public financial disclosure reports
(see finding II). Also, the FirstNet Board operational procedures for monitoring potential conflicts
of interest need improvement (see finding III). In addition, FirstNet contracting practices lacked
transparent award competition, sufficient oversight of hiring, adequate monitoring, and procedures
to prevent payment of erroneous costs (see finding IV).
The final report will be posted on OIG’s website pursuant to section 8M of the Inspector General
Act of 1978, as amended.

In accordance with Department Administrative Order 213-5, please provide us with your action
plan within 60 days of the date of this memorandum. We appreciate the assistance and courtesies
extended to us by FirstNet, NTIA, and the Department. If you have any questions about this
report, please contact me at (202) 482-7859 or Susan Roy, Regional Inspector General for Audits,
at (404) 730-2063.
Attachment
cc:

Bruce H. Andrews, Deputy Secretary
Ellen Herbst, Chief Financial Officer and Assistant Secretary for Administration
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Report In Brief
DECEMBER 5, 2014

Background
Signed into law on February 22, 2012,
the Middle Class Tax Relief and Job
Creation Act of 2012 established the
First Responder Network Authority
(FirstNet) as an independent authority
within the National Telecommunication and Information Administration
(NTIA). The Act authorized and allocated up to $7 billion in funding to
NTIA for the establishment of an interoperable Nationwide Public Safety
Broadband Network (NPSBN). FirstNet’s mission is to ensure its creation,
deployment, and operation using a
single, nationwide network design.
FirstNet is governed by a 15-member
board consisting of the Attorney General of the United States, the Secretary
of Homeland Security, the Director of
the Office of Management and Budget,
and 12 nonpermanent members from
local, state and federal government,
public safety, and the wireless industry.
For roughly the first year and a half,
the Board functioned as both board
and management, eventually assembling
a management team and transferring
responsibilities to it. In addition, NTIA,
the Commerce Office of General
Counsel (OGC), the Census Bureau,
and the National Institute of Standards
and Technology (NIST) have supported FirstNet in its start-up efforts.

Why We Did This Review
Our overall objective was to review
ethics- and procurement-related matters in response to concerns raised by
a FirstNet Board member in April
2013. Specifically, we sought to determine whether the Department (a) had
adequate processes in place to ensure
that FirstNet Board members properly
filed financial disclosures and identified
potential conflicts of interest, and (b)
used the appropriate contract type,
fairly awarded and appropriately administered FirstNet contracts, ensured
services purchased under those contracts met industry standards, and
were consistent with contract
requirements.

FIRST RESPONDER NETWORK AUTHORITY
FirstNet Must Strengthen Management of Financial Disclosures and
Monitoring of Contracts
OIG-15-013-A

WHAT WE FOUND
The Department’s confidential and public disclosure monitoring procedures were
inadequate. OGC was unable to provide a record of all FirstNet confidential and public
financial disclosure files, including due dates, as required by federal regulations. Nor had OGC
created a schedule of Board members’ start dates of service, due dates of disclosures, or a
centralized point of record showing the training and counselling provided.
Board members did not file timely public financial disclosure reports. One Board
member initially did not file a required public disclosure—and, when eventually doing so, did
not disclose an interest in a conflicting company. Another Board member submitted the
required public disclosure form 5 months late. Two others submitted inaccurate time-andattendance records, in one case to avoid filing the required public financial disclosure. Finally,
all four of these Board members continued to engage in decision making, even though they
were not in compliance with the financial disclosure requirements.
The FirstNet Board operational procedures for monitoring potential conflicts of
interest need improvement. The Department does not appear to have anticipated that
Board members would take on duties sufficient to trigger the more detailed of the required
financial reporting requirements. In addition, six months after the Board began regular
meetings, senior NTIA and OGC officials were still debating how best to routinely monitor
potential conflicts of interest.
FirstNet contracting practices lacked transparent award competition, sufficient
oversight of hiring, adequate monitoring, and procedures to prevent payment of
erroneous costs. Even though one contract was properly awarded and administered, two
contracts were not, as a result of (a) one contract’s sole-source procurement exceptions for
other than full and open competition not appearing to meet FAR standards of support; (b)
undue influence from a FirstNet official, which interfered with the contractor’s ability to
independently recruit and hire consultants; (c) adequate surveillance not being conducted
over two contracts, resulting in approximately $11 million in unsupported costs to the
government; and (d) the contracting officer’s representative approving duplicate and
unsupported charges for one contract, as well as rates higher than that contract allowed.
In other matters, concerns remain with possible lack of competition and conflicts of interest
while awarding FirstNet task orders under the Department’s established blanket purchase
agreements. We acknowledge that, subsequent to discussions with OIG, FirstNet took steps
to address concerns over Board members’ potential conflicts of interest and ethics issues.

WHAT WE RECOMMEND
We offer recommendations to
1.

the Secretary, regarding financial disclosure noncompliance issues;

2.

the General Counsel, regarding OGC internal controls pertaining to financial
disclosure and conflict of interest at FirstNet;

3.

the Chair of FirstNet, regarding the submission of initial disclosure and final public filer
termination reports, as well as the routine updating of lists of entities presenting
potential conflicts of interest; and

4.

the Department’s Senior Procurement Official, regarding contracting procedures,
quality assurance, and administration.
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Introduction
Signed into law on February 22, 2012, the Middle Class Tax Relief and Job Creation Act of 2012
(the Act) established the First Responder Network Authority (FirstNet) as an independent
authority within the National Telecommunication and Information Administration (NTIA). The
Act authorized and allocated up to $7 billion in funding to NTIA for the establishment of an
interoperable Nationwide Public Safety Broadband Network (NPSBN). FirstNet’s mission is to
ensure its creation, deployment, and operation using a single, nationwide network design. The
interoperable NPSBN is being built to address failures that occurred in the United States on
September 11, 2001, in the wake of the terrorist attacks, in which first responders could not
effectively communicate.
FirstNet is governed by a 15-member board consisting of the Attorney General of the United
States, the Secretary of Homeland Security, the Director of the Office of Management and
Budget, and 12 nonpermanent members from local, state and federal government, public safety,
and the wireless industry. To recruit FirstNet Board members, NTIA conducted meetings and
conversations with interested groups and individuals. Those efforts also included publication of
a May 7, 2012, Federal Register recruitment announcement and a FirstNet Board Recruitment
Prospectus, posted on the NTIA web site on May 22, 2012. NTIA recommended candidates to
the Acting Secretary of Commerce, who announced the appointments in August, 2012. The
Board’s first meeting was in September 2012.
In establishing FirstNet, the Board needed to


create working committees;



decide on internal policies and procedures;



obtain staff, either directly or through memorandums of understanding (MOUs) with
other federal agencies;



decide whether to hire contractors to support project management; and



obtain any other assistance it required.

For roughly the first year and a half, the Board functioned as both board and management,
eventually assembling a management team and transferring responsibilities to it.
In addition, NTIA, the Department of Commerce Office of General Counsel (OGC), the
Census Bureau, and the National Institute of Standards and Technology (NIST) have supported
FirstNet in its start-up efforts. FirstNet and OGC entered into an MOU under which OGC
would provide legal services for federal procurement, assistance, and appropriations law, as
well as for the provision of ethics program services. As part of NTIA’s procurement service
MOUs with the Census Bureau and NIST, the contracting offices at those bureaus entered into
three contracts on behalf of NTIA to meet FirstNet’s procurement needs to obtain project
management and planning support, professional and intellectual support, and to develop
network and business plans. The contracts were awarded between September 2012 and March
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2013 with a value of approximately $13 million.1 In September 2013, the Department’s
Acquisition Division competitively awarded three blanket purchase agreements (BPAs) to three
contractors selected from the General Services Administration (GSA) MOBIS program.2 Task
orders with an estimated value of $67.2 million are expected to be awarded competitively to
one or more of the three contractors to obtain professional technical support and subject
matter expert support services.
During our review of FirstNet start-up activities, we noted the challenges of establishing a new
organization. At FirstNet, some staff in key positons were not familiar with government
requirements. Other staff were tasked with fulfilling the duties of positions as the roles and
responsibilities for these positions were still being established. These circumstances created
some confusion about who was responsible for certain tasks, thus some required activities
were overlooked. Compounding this situation was the expected expediency of start-up
operations. As a result, there arose a number of control issues, which we present in the
findings of this report.

1
Contract 1 was awarded to FunctionalIT for $1.95 million on September 13, 2012, with a performance period
ending on March 21, 2014. Contract 2 was awarded to Workforce Resources, Inc. (WRI) for $3.98 million on
November 15, 2012, and was terminated on March 17, 2013, after $2.59 million was expended. Contract 3 was
also awarded to WRI for $8.4 million on March 18, 2013, with a performance period ending on December 17,
2013.
2
The GSA Mission Oriented Business Integrated Services (MOBIS) program offers a full range of management and
consulting services that can improve a federal agency's performance, and its endeavors, to meet its mission goals.
MOBIS contractors possess the necessary expertise to facilitate streamlined federal government acquisitions.

2
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Objectives, Findings, and Recommendations
Our overall objective was to review ethics- and procurement-related matters in response to
concerns raised by a FirstNet Board member in April 2013. In October 2013, the FirstNet
Chairman of the Board requested that the Inspector General take over phase 2 of the Special
Review Committee’s3 work, which would have focused on ethics concerns and FirstNet’s
procurement activities. Specifically, we sought to determine whether the Department


had adequate processes in place to ensure that FirstNet Board members properly filed
financial disclosures and identified potential conflicts of interest; and



used the appropriate contract type, fairly awarded and appropriately administered
FirstNet contracts, ensured services purchased under those contracts met industry
standards, and were consistent with contract requirements.

We reviewed Departmental compliance with applicable laws, regulations, policies, and
procedures. Details of our audit scope and methodology can be found in appendix A. In
appendix B, we provide further background into the events that led to the Board member’s
concerns and OIG initiating this audit; appendix C provides contract criteria for exceptions
permitting a process other than full and open competition, which pertain to FirstNet’s initial
procurement needs. Appendixes D and E summarize our review of the FirstNet Board
members’ confidential and public financial disclosure forms, respectively. Appendix F charts the
potential monetary benefits we found from our review. Appendix G lists the FirstNet Board
members, as well as the requirements that their membership must fulfill. Finally, appendix H
contains FirstNet’s response to our draft report.
We found that the Department’s confidential and public disclosure monitoring procedures
were inadequate (see finding I). Board members did not file timely public financial disclosure
reports (see finding II). Also, the FirstNet Board operational procedures for monitoring
potential conflicts of interest need improvement (see finding III). In addition, FirstNet
contracting practices lacked transparent award competition, sufficient oversight of hiring,
adequate monitoring, and procedures to prevent payment of erroneous costs (see finding IV).

3

The Special Review Committee was a temporary body established by the FirstNet Board of Directors to review
potential legal and ethical matters raised by one of its members. The committee was asked to review and report
on whether FirstNet was in compliance with (1) federal requirements for hiring and procurement, (2) federal
requirements for avoiding conflicts of interest, and (3) the open meeting requirements of the Act.

FINAL REPORT NO. OIG-15-013-A

3

U.S. DEPARTMENT OF COMMERCE

I.

OFFICE OF INSPECTOR GENERAL

The Department’s Confidential and Public Financial Disclosure Monitoring
Procedures Were Inadequate

The Ethics in Government Act of 1978 and federal regulations require certain executive
branch employees, based on their duties and responsibilities, to file either confidential or
public financial disclosure reports.4 The purpose of disclosure is to assist employees and
their agencies in avoiding conflicts between official duties and private financial interests or
affiliations. See table 1, below, for a summary explanation of the two financial disclosure
forms and their differences.
Table I: Summary of Executive Branch Financial Disclosure Requirements
Confidential: OGE Form 450
(Not Available to Public)

Public: OGE Form 278
(Available to Public by Request)

Who?

Employees exercising discretion
(e.g., in contracting, procurement,
grants administration, or regulating
or auditing nonfederal entities)

Certain senior officials who work
more than 60 days in 1 year

What?

Requires the identification of certain
assets, sources of income, positions
and agreements with entities outside
of the government, and gifts and
travel reimbursements

Similar to confidential report, but also
requires reporting of asset values and
income amounts, within specified
ranges

Why?

To identify and prevent conflicts of interest

Source: Office of Government Ethics

Because of their status as special government employees (SGEs)5 and their level of
compensation, FirstNet Board members are required to file these reports. According to
OGC, prior to the first Board meeting, it provided guidance to FirstNet Board members,
each of whom was required to submit the confidential financial disclosure form 450. OGC
also informed us that it initially provided ethics briefings for Board members, with
4

The Ethics in Government Act (EIGA), 5 U.S.C. app. 4 §§ 101-111 (1978), 5 CFR § 2634.104(a), requires highlevel federal officials to disclose publicly their personal financial interests. The Secretary is required to refer to the
Attorney General the names of those individuals the Secretary “has reasonable cause to believe [have] willfully
failed to file a public report or information required” in a public report. The Attorney General may bring a civil
action in federal district court against such an individual. Administrative remedies, including reprimand, suspension,
and removal, are also available. 5 CFR § 2634.701.
5
An SGE is an officer or employee who is retained, designated, appointed, or employed to perform temporary
duties for not more than 130 days during any period of 365 consecutive days. 18 U.S.C. § 202. Under longstanding executive branch practice—and subject to certain exceptions—work for any part of a day counts as a full
day of work, for purposes of the relevant day limits under the ethics laws and regulations, as well as determining
whether an individual qualifies as a SGE. Congress created the SGE category in recognition of the need to apply
appropriate conflict of interest restrictions to experts, consultants, and other advisers who serve the government
on a temporary basis.

4
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counselling for those whose employment or financial interests could have created a conflict
of interest.
However, SGEs are also required to file the more detailed public financial disclosure form
278 within 30 days of assuming the position and/or annually if they meet (1) the
compensation requirement, which Board members do, and (2) a 60-day annual work
threshold requirement.6 If new SGEs are not expected to work more than 60 days, but end
up actually doing so, they must file a public financial disclosure form 278 within 15 calendar
days after the 60th day of duty.7
The Department did not anticipate that some FirstNet Board members would devote
enough time to their Board duties to trigger the requirement for the public financial
disclosure form.8 However, eight Board members did trigger the requirement in 2013. In
the course of transitioning certain FirstNet Board members from the confidential financial
disclosure system to the public filing system, with its more extensive reporting
requirements, the Department’s inconsistent administration resulted in the Board operating
without adequate oversight of required financial disclosures.
The Designated Agency Ethics Official (DAEO), a senior OGC official, is charged with
coordinating and managing the agency’s ethics program consistent with applicable ethics
laws and regulations. Relevant duties defined in the Code of Federal Regulations (CFR)
include


ensuring an effective system for the collection, filing, review and maintenance of
financial disclosure reports;



ensuring that all financial disclosure reports are properly maintained and effectively
and consistently reviewed; and



undertaking prompt and effective action to remedy the failure to file a financial
disclosure report—as well as potential or actual conflicts of interest, or appearances
thereof, which were disclosed.9

The CFR also contains specific requirements for using date stamps,10 establishing due dates11
and extensions12 for filers, and maintaining records of due dates and extensions.13 Finally, the
6

5 U.S.C app 4 § 101; 5 CFR §§ 2634.201; 2634.204.
5 CFR § 2634.204.
8
See 5 CFR § 2634.204(a). These Board members did not necessarily work 60 days consecutively and reached the
threshold at different dates.
9
See generally 5 CFR § 2638.203. See also Department Administrative Order 205-1, “Records Management,” which
sets forth the policies, responsibilities, and procedures for the creation, maintenance, use, and disposition of all
records throughout the Department.
10
5 CFR § 2634.605(a). In addition, the guidance published by the Office of Government Ethics emphasizes that
“[t]he reviewer must ensure that reports are marked or stamped with the date of receipt by the agency.” Public
Financial Disclosure: A Reviewer’s Reference (2nd ed.) at 2-1.
11
5 CFR §§ 2634.201(a), (b); 2634.903(a), (b).
12
5 CFR §§ 2634.201(f); 2634.903(d).
7
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signature of the reviewing official on financial disclosure forms certifies that the forms are
complete and that, on the basis of information contained in such forms, the filer is in
compliance with applicable law or regulation.14
In response to OIG’s document request, OGC returned records largely consisting of emails and attachments. The documents provided did not reflect an adequate record keeping
system: they were in no apparent order and, in many cases, we were unable to determine
relevance. We found that OGC was unable to provide a record of all FirstNet confidential
and public financial disclosure files, including due dates, as required by federal regulations.
Nor had OGC created a schedule of Board members’ start dates of service, due dates of
disclosures, or a centralized point of record showing the training and counselling provided.
In addition, OGC does not deploy a sufficient process for reviewing the forms. We found
that two of nine Board members required to file public financial disclosure forms did so 5
months after the forms were due; two requested extensions after the deadline had passed;
and two were granted extensions, even though they had not made the required request
(see appendix E for further details).
Further, many of the confidential financial forms 450 were incomplete. Of 14 submitted
confidential disclosure forms that we reviewed, OGC accepted 4 without a filer signature
and did not date stamp 11 of the forms (see appendix D for further details). A lack of
signature leaves open questions as to the integrity of the information provided on the form.
And, without the date stamp, OGC cannot attest that the forms were received by the due
date or that it had timely reviewed the forms.
Inconsistencies in record keeping and administration suggest a lack of active or centralized
supervision and quality control, thereby creating gaps in oversight and increasing the risk of
noncompliance with disclosure requirements among FirstNet Board members. This is
especially critical, given Board member ties to the telecommunications industry.
Responsible officials at OGC and NTIA stated that FirstNet was unique, requiring them to
adapt existing procedures and practices to a new entity. Nonetheless, neither OGC, which
is responsible for FirstNet’s ethics program, nor NTIA, within which FirstNet was
established as an independent authority, had adequate financial disclosure procedures in
place to ensure timely compliance by the FirstNet Board. In addition, OGC did not have
any mechanism in place to verify and confirm that new employees received initial ethics
training. Consequently, some Board members continued to act and to make decisions, even
though they were not in compliance with financial disclosure requirements.

13
14

6

5 CFR § 2634.704(c).
5 CFR § 2634.605.
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Board Members Did Not File Timely Public Financial Disclosure Reports
As noted earlier, OGC informed us that Board members had been trained and counselled
on ethics and financial disclosure requirements, including federal prohibitions of Board
members’ participation in matters in which they have a financial interest.15 Board members
filed their confidential form 450 disclosure reports prior to the first Board meeting.
However, OGC is unable to provide us with sign-in sheets verifying attendance at Board
training—or, as noted above, a single point of record for the Board training and counselling
they provided. Our review found that the following issues16 had arisen:
A. Board member A initially did not file a required public disclosure—and, when eventually doing
so, did not disclose an interest in a conflicting company.
A review of e-mail correspondence suggests that Board member A initially did not file a
public disclosure by recording work days to remain under the 60-day threshold during
2012. This Board member eventually filed the public disclosure form 278 but neglected
to disclose a potentially conflicting company that had been included in the initial
confidential, nonpublic filing from the previous year. Further, OGC had previously
advised Board member A not to work in any substantive way on matters associated
with the conflicting company. Nonetheless, OGC accepted the defective disclosure.
Eight months passed before OGC required the Board member to disclose the
conflicting company, in which Board member A reported holding substantial assets.17
B. Board member D submitted the required public disclosure form 5 months late.
Board member D—whose public disclosure filing deadline of November 2013 provided
for a 90-day extension even though the required request was not submitted—did not
submit the form until April 2014. During this extended period of time, the Department
failed to take corrective action against the Board member.
C. Board members C and F submitted inaccurate time-and-attendance records, in one case to
avoid filing the required public financial disclosure.
In these instances,
1. Board member C submitted signed, certified timesheets showing 0 hours worked—
that is, stating that no Board-related activities had been performed during several
reporting periods, even though that was not the case.

15

The FirstNet bylaws reinforce these obligations: “FirstNet Board members shall comply with all applicable
government ethics, financial disclosure and conflict of interest statutes and regulations.” Sec. 3.18.
16
Board member labels correspond with the tables in appendixes D and E.
17
Assets are reported within dollar ranges on public disclosure form 278.
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On May 2, 2013, NTIA, which was initially responsible for FirstNet timekeeping,
notified Board member C that the 60-day trigger for filing a public disclosure form
was approaching. In response to the notification, the Board member asked by e-mail
whether 0-hour timesheets could be submitted to avoid filing the public financial
disclosure. In the same e-mail exchange, the Board member acknowledged that
FirstNet Board duties would continue. NTIA stated that compensation for FirstNet
work was required by law, which does not allow for flexibility. On May 19, 2013,
Board member C began submitting certified 0-hour timesheets, despite having been
counseled not to. One NTIA official sent 3 follow-up e-mails to this Board member
requesting corrected, accurate timesheets—and also notified a more senior NTIA
official. The Board member continued to submit 0-hour timesheets until September
20, 2013.
Although the Board member eventually submitted revised time sheets and a public
financial disclosure form, the form was received nearly 5 months past the filing
deadline.
2. Board member F submitted inaccurate time-and-attendance records by submitting 0hour timesheets for what appear to be reasons related to restrictions on outside
compensation at this Board member’s employer, according to an NTIA official. As of
March 2014, this Board member had received compensation for only 1 day of
FirstNet-related work and was continuing to submit incorrect time records.
The actions of these two Board members have caused the Department to be
noncompliant with the law, which requires that Board members be compensated for
duties performed.18 In addition, the inaccurate timesheets did not allow the Department
to determine when or whether public financial disclosure was required.
Finally, all four of these Board members continued to engage in decision making, even
though they were not in compliance with the financial disclosure requirements.
Departmental officials could have elevated or called attention to these issues, in order to
prevent or remedy these conditions. But, without a more effective ethics program in place
for FirstNet, the Department has not created sufficient internal controls to ensure a sound
process for the filing of Board members’ financial disclosures.

III.

FirstNet Board Operational Procedures for Monitoring Potential Conflicts
of Interest Need Improvement
Conflict of interest statutes generally prohibit executive branch employees from
participating in government matters that will affect the employee’s own financial
interests—or the financial interests of

18

8

47 USC § 1424(g)(1).
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a spouse or minor child;



a general partner;



an organization in which the employee serves as an officer, director, trustee,
general partner or employee; or



a person or organization with whom the employee is negotiating or has an
arrangement concerning prospective employment.19

The CFR restates the statutory prohibition, further defining disqualifying financial
interests,20 and provides a rationale, noting that the Ethics in Government Act requires
disclosure in order to ensure confidence in the integrity of the federal government by
demonstrating that government employees are able to carry out their duties without
compromising the public trust.21
As noted above, the Department does not appear to have anticipated that Board
members would take on duties sufficient to trigger the more detailed of the required
financial reporting requirements.22 At the same time, the Board, of necessity, includes
members with significant ties to the telecommunications industry. They are charged
with making strategic decisions regarding FirstNet’s operations. FirstNet, from the time
of its creation, needed to be able to assure taxpayers that Board members are acting in
the public interest.
Nonetheless, 6 months after the Board began regular meetings, senior NTIA and OGC
officials were still debating by e-mail how best to routinely monitor potential conflicts of
interest. NTIA proposed requiring Board members to recuse themselves from meeting
agenda items and for distribution of conflict of interest guidance, at a minimum, once
per year. In addition to recusal for conflicted Board members, OGC recommended
affirmative certification, which would require Board members who had not recused
themselves from a particular matter to sign a statement at each Board meeting certifying
that they had no conflicts of interest with agenda items. Affirmative certification,
combined with recusal, would have been consistent with procedures used for other
government employees responsible for assessing contract bids. OGC also advocated
distributing conflicts guidance at each meeting. An NTIA official, who has since left the
federal government, stated that these procedures were overly intrusive.
The rationale for a more rigorous approach to ensuring the public’s best interest is that
it increases the likelihood that Board members are (a) conscientiously identifying actual
or potential conflicts of interest to the Board, (b) avoiding working on matters covered
by a disqualification, and (c) being held accountable if a problem results. This is especially
19

See, for example, 18 USC § 208.
5 CFR § 2635.402(a).
21
5 CFR § 2634.104(a).
22
The recruitment prospectus, issued in May 2012, specifically stated that Board members were expected to work
less than 60 days per year—the threshold for enhanced reporting.
20
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important given that some Board members are inexperienced with pertinent
government standards and, given their experience in the telecommunications industry,
are at increased risk of conflicts. This system would also create a record showing that
FirstNet took all steps it could to identify actual or potential conflicts and document
which Board member participated in each decision.
The Board began meeting in September 2012. Disagreements among senior Department
officials notwithstanding, Board meeting agendas and minutes are generally silent on the
subject of recusals, suggesting a lack of awareness or attention to potential conflicts.
Transcripts of Board meetings refer to one recusal, in December 2013. The Board chair
noted the opportunity to abstain for those present, should they have a personal interest
in anything under consideration, in a March 2014 meeting. This statement stands out
because it is the only one of its kind in the available transcripts. The FirstNet Board held
certain meetings in closed session, so we are unable to determine whether the subject
of conflicts was discussed at those times.23

IV.

FirstNet Contracts Were Awarded Without Competition or Sufficient
Oversight of Hiring—and Were Not Adequately Monitored

NTIA was tasked with helping FirstNet with its start-up efforts, including the procurement
of professional staffing services. Because NTIA does not have a contracting office, it secured
contracting assistance from other Departmental bureaus. Between September 2012 and
March 2013, the contracting offices at the Census Bureau and NIST entered into three
time-and-material (T&M) contracts on behalf of NTIA to meet FirstNet’s procurement
needs to obtain project management and planning support, professional and intellectual
support, and to develop network and business plans. Table 2 (next page) summarizes the
contracts and subsequent OIG concerns.

23

NTIA developed a list of potentially conflicted entities; however, we were not able to determine what use was
made of the list.
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Table 2. Summary of Time-and-Materials (T&M) Contracts Awarded
to Assist with FirstNet’s Procurement Needs
Contracting
Bureau

Date

Contractor
and
Contract
Value
(millions)

Census
Bureau
(Contract 1)

09/13/12

FunctionalIT
($1.95)

NIST
(Contract 2)

11/15/12

NIST
(Contract 3)

03/18/13

Workforce
Resources,
Inc. ($3.98)
Workforce
Resources,
Inc. ($8.40)

Competition
Requirements
Met

FirstNet
Board
Member
Directed
Hiring

Adequate
Surveillance

Erroneous
Costsa
Approved

Yes

No

Yes

No

N/A

Yes

No

No

No

Yes

No

Yes

Source: OIG analysis of documents provided by the Census Bureau, NIST, FunctionalIT, and Workforce Resources, Inc.
a Erroneous costs include invoiced claims for duplicate charges, unsupported time, and labor rate errors.

We found that the three contracts were awarded as T&M contracts; however—even
though contract 1 was properly awarded and administered—contracts 2 and 3 were not, as
a result of


sole-source procurement for contract 3 not meeting FAR exceptions for full and
open competition (see subfinding A);



undue influence from a FirstNet official, which interfered with the contractor’s
ability to independently recruit and hire consultants (see subfinding B);



adequate surveillance not being conducted over contracts 2 and 3, resulting in
approximately $11 million in unsupported costs to the government (see subfinding
C); and



the contracting officer’s representative (COR) approving duplicate and unsupported
charges for contract 3, as well as rates higher than that contract allowed (see
subfinding D).

A. Sole-source procurement exceptions for other than full and open competition were not
supported
The FAR requires government agencies to procure services by obtaining full and open
competition through procedures such as soliciting sealed bids and requesting
competitive proposals. There are exceptions to obtaining full and open competition
when one of several circumstances exists (see appendix C for a complete list of
exceptions): for example, when (1) there is an unusual and compelling urgency or (2)
the procurement is authorized or required by a statute expressly authorizing or
requiring an acquisition from a specified source or through another agency.
NIST awarded the third contract noncompetitively to Workforce Resources, Inc. (WRI)
for $8.40 million on March 18, 2013. According to NIST, it awarded contract 3

FINAL REPORT NO. OIG-15-013-A

11

U.S. DEPARTMENT OF COMMERCE

OFFICE OF INSPECTOR GENERAL

noncompetitively because it was a way to meet the Act’s requirement to establish
FirstNet as operational in what the agency perceived was an extremely limited time
frame. Additionally, NIST stated in its Justification for Other Than Full and Open Competition
(JOFOC) that the procurement was unusual, urgent, and compelling; that any
interruption in services would set FirstNet back 6 months; and that the cost of the
interruption would be significantly high, as FirstNet has mission essential milestone dates
that have to be executed to meet criteria established under the Act, even though
specific reasons were not provided supporting this statement.
However, our review of the contract in question showed that:
1. Specific procurement needs and limited time frames were not required by
statute. Although NIST justified the noncompetitive award on the basis that it
was the most expeditious way to achieve certain milestones within a very limited
time frame to meet the requirements of the Act, we found that neither the Act
nor the JOFOC identify specific guidelines FirstNet is required to meet.
2. Procurement needs did not meet criteria for unusual and compelling
urgency. Without any limited time frames that FirstNet is required to meet,
FirstNet did not adequately justify how its hiring of consultants under contract 3
to perform technical planning, business planning, market research, and outreach
activities was an urgent matter that was unusual and compelling. Also, neither a
business plan nor a network plan were completed or delivered to FirstNet
during the 1-year performance period of the contract—bringing into question
the urgency of need.
B. A FirstNet Board member directed inappropriate hiring actions
On two separate contracts, FirstNet Board member A inappropriately directed WRI
hiring actions. First, during the pre-award phase of contract 2, the government
inappropriately identified and recruited subject matter experts (SMEs). Specifically,
FirstNet directed WRI via NIST’s contracting office to include a total of 16 SMEs in its
proposal. On November 6, 2012—9 days prior to contract award (i.e., November 15,
2012)—NIST e-mailed WRI, a spreadsheet containing the names of 14 SMEs. In addition,
NIST also confirmed that 12 of the 16 SMEs included in the proposal were
recommended directly by a FirstNet Board member, while the other 4 SMEs were
transitioned in from the previous engagement with FunctionalIT (contract 1). The
actions taken by the government give the appearance that, in order to be awarded the
contract, WRI was required to hire the SMEs recommended by the government.
At the time of award for contract 2 NIST was aware that, for the contract to qualify as a
SBA 8(a) award, WRI was required to use at least 50 percent of their employees to
fulfill contract requirements. WRI engaged the SMEs to work on the FirstNet contract
with the expectation that the SMEs would become WRI employees. However, the 16
SMEs opted to remain as independent contractors rather than WRI employees. Because
none of the SMEs opted to become WRI employees, WRI no longer qualified for an SBA
8(a) award. Subsequently, SBA was informed of the situation and the contract was
terminated on March 17, 2013.
12
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Further, contract 3 required WRI to recruit and present FirstNet with a minimum of
three candidates for each identified consulting position. Similar to contract 2, FirstNet
Board member A instructed WRI—directly and through NIST and NTIA contracting
personnel—to hire preselected SMEs, who accounted for 34 of the 37 SMEs working on
the contracted project.
Both contracts 2 and 3 were designated as nonpersonal services; however, in both
cases, FirstNet directed the hiring of preselected SMEs. As control over hiring or firing
decisions is one aspect of the traditional employer–employee relationship, the exercise
of such control by federal employees over contractor personnel can create the
appearance of personal service contracts, which federal agencies generally may not
enter into without explicit authority.24 Furthermore, NIST and NTIA contracting
personnel should have implemented stronger controls to ensure an independent
relationship with contractor personnel—by both allowing the contractor to
independently conduct SME recruitment and not allowing FirstNet to direct hiring
actions. Unduly close personal relationships with contractor personnel can create the
appearance of favoritism and may call into question the integrity of the procurement
process.
Additionally, regarding contract 3, FirstNet Board member A—who was also given
certain operational responsibilities—inappropriately bound the government by tasking
an SME with work before the individual was officially under contract with WRI. The SME
proceeded with the work based upon the verbal authorization of FirstNet Board
member A. Because WRI had not hired the SME and had no knowledge of Board
member A’s action, it did not have supervision or control of the SME. WRI did not
become aware of the hiring action until the SME presented the contractor with an
invoice, for the period March 18–April 17, 2013, that included 142 hours totaling
$16,756 charged in unauthorized time and $692 in unauthorized travel costs ($17,448
total that the government paid). Based on the Board member’s direction on April 13,
2013, the COR authorized a start date for the SME effective April 15, 2013.
Commitments not authorized by law can have serious repercussions for the
government—and can be the basis of legal disputes between the government and the
contractor, which may result in personal liability for the individual who made the
commitment. Additionally, the FAR limits ratification of unauthorized commitments

24

FAR 37.101—Service Contracts General. A “nonpersonal services contract” is one under which the personnel
rendering the services are not subject, either by the contract’s terms or by the manner of its administration, to the
supervision and control usually prevailing in relationships between the government and its employees. FAR
37.104—Personal Services Contracts. (a) A personal services contract is characterized by the employer-employee
relationship it creates between the government and the contractor’s personnel. The government is normally
required to obtain its employees by direct hire under competitive appointment or other procedures required by
the civil service laws. Obtaining personal services by contract, rather than by direct hire, circumvents those laws
unless Congress has specifically authorized acquisition of the services by contract.
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under agency procedures25 that prescribe the responsible government employee to be
appropriately disciplined.26
The contracting officer (CO) ratified the unauthorized commitment on December 5,
2013. Board member A was not subjected to any disciplinary action—only required to
attend a 1-day training course that the member initially postponed and eventually
attended on June 5, 2014.
C. FirstNet did not conduct adequate surveillance of its WRI contracts
We found that FirstNet did not conduct adequate surveillance of its WRI contracts.
FirstNet expended $2.59 million on contract 2 for two tasks related to wireless
communications: assistance with the development of a network plan and a business plan.
FirstNet expended $8.40 million on contract 3 for four tasks: wireless broadband
technical planning, business planning, market research, and outreach efforts. (See table 3,
next page, for these contracts’ requirements.) These awards were structured as T&M
contracts without deliverables (other than monthly status reports for contract 3) or
specific work products.
The T&M contracts required a level of monitoring that FirstNet ultimately did not
provide. The COR was required to review draft and final work products for
“completeness, accuracy and appropriateness.” However, we were unable to verify that
this monitoring actually occurred. The COR has represented allowing the SMEs to work
directly with FirstNet and delegating the responsibility to review work products—
because, according to the COR, the COR did not have the technical expertise needed
to review the work products. However, the COR did not have the documentation to
support this delegation, nor documentation showing that any delegated technical
experts provided the required oversight. We also cannot conclude that—at the end of
both contract periods—FirstNet received the few deliverables that were expressly
required (i.e., monthly status reports). WRI acknowledged that NIST did not require it
to provide monthly status reports of tasks performed, even though such reports were
required in contract 3.

25

FAR 1.602-3—Ratification of Unauthorized Commitments. C. (7) “The authority . . . may be exercised only
when the ratification is in accordance with any other limitations prescribed under agency procedures.”
26
Commerce Acquisition Manual (CAM) 1301.602—Ratification of Unauthorized Commitments. 2.3 Unauthorized
commitments may be considered matters of serious misconduct and may be subject to appropriate disciplinary
actions.
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Table 3. Summary of Contract Requirements and Work Products

Contract

Contract
Requirements

Contract 2

1. Assistance with
development of
network plan
2. Assistance with
development of
business plan

Contract 3

Total

Wireless broadband
1. technical planning
2. business planning
3. market research
4. outreach

Deliverables

Contract
Amount
Expended
(Millions)

None

$2.59

Monthly status
reports containing
1. summary of
accomplishments
2. overall status
of all tasks
3. relevant
programmatic
and financial
information

$ 8.40

$10.99

Source: OIG analysis of documentary evidence obtained from NIST, NTIA, and WRI

During OIG’s exit conference with FirstNet management about the results of our audit
work, they stated that they had received a number of documents that they considered
to be responsive to the contract requirements. As follow-up, management provided for
our review approximately 20 work product documents, which SMEs and FirstNet staff
appear to have created.27 According to WRI, it had never seen these documents, which
it believes the SMEs provided to the FirstNet Board and staff members. WRI also told
us that the work of each SME was directed by the Board member responsible for that
area of the project. Based on our review of the documents and related correspondence,
we noted that FirstNet staff and management often obtained the documents directly
from the SMEs working on the contract. At times they would update or modify these
documents.
This direct interaction between FirstNet Board members and WRI consultants—
without the involvement of WRI or the COR—suggests that FirstNet management may
have had relatively continuous control over WRI consultants. Such control contributes
to the appearance of a personal services contract, which—as mentioned in the previous
27

The COR and the CO do not consider these documents as formal deliverables but rather as work products.
The work products consisted of documents such as FirstNet’s company start-up plan presentation and proposed
FY 2014 operating plan presentation.
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subfinding—federal agencies generally may not enter into without explicit authority. The
FAR characterizes a personal services contract as one in which an employer–employee
relationship is created between the government and contractor personnel when
contractor personnel are subject to relatively continuous supervision and control by a
government officer or employee.28
The FAR29 and the Commerce Acquisition Manual (CAM) state that T&M contracts do
not provide a positive profit incentive to the contractor for cost control or labor
efficiency. Therefore, appropriate government oversight, also known as contract
surveillance or quality assurance of contractor performance, is required to provide
reasonable assurance that (a) efficient methods and effective cost controls are used
throughout the life of the contract and (b) the contractor is performing in accordance
with the statement of work. In addition to the COR’s oversight duties specified in the
contract, one way to ensure quality assurance is to develop a quality assurance
surveillance plan (QASP).30
The FAR31 states (a) that these plans should specify all work requiring surveillance,
including the method of surveillance, and (b) that quality assurance records should be
maintained as part of the contract file. The CAM32 also states that, for T&M contracts,
the contract file shall contain, at a minimum, the surveillance plan outlining how the
government will monitor, control, and mitigate the impact of any adverse performance.
Monitoring of contractor’s performance is typically performed by a COR.
We found that, even though the COR conducted an effective review of most invoices
and timesheets submitted, the COR and CO did not follow FAR and CAM criteria when
generally administering FirstNet’s T&M contract actions with WRI. Specifically, a
sureveillance plan was not developed and there are no other formal contract
surveillance documents available. This occurred because the CO believed a formal
surveillance plan was not needed for contracts 2 and 3, prompting the COR to follow
the more limited inspection and acceptance criteria outlined in the contracts. Also,
neither the contracting officer at NIST nor the COR considered the 20 work product
documents subsequently provided to us as deliverables as defined under the contracts;
the work products were also not recognized by WRI. As a result, the documents could
28

FAR 37.104—(a) A personal services contract is characterized by the employer-employee relationship it creates
between the Government and the contractor’s personnel. The Government is normally required to obtain its
employees by direct hire under competitive appointment or other procedures required by the civil service laws.
Obtaining personal services by contract, rather than by direct hire, circumvents those laws unless Congress has
specifically authorized acquisition of the services by contract. (b) Agencies shall not award personal services
contracts unless specifically authorized by statute (e.g., 5 U.S.C. § 3109) to do so.
29
FAR 16.601
30
U.S. Department of Commerce Office of Inspector General, November 08, 2013. The Department’s Awarding and
Administering of Time-and-Materials and Labor-Hours Contracts Needs Improvement, OIG-14-001-A. Washington, DC:
DOC OIG, 7.
31
FAR 46.401(a) and 4.803(b)(15)
32
CAM 1316.1 5.3

16

FINAL REPORT NO. OIG-15-013-A

U.S. DEPARTMENT OF COMMERCE

OFFICE OF INSPECTOR GENERAL

not be considered as support for meeting the requirements for contracts 2 and 3, and
we identify unsupported33 costs of almost $11 million (see appendix F).
Although a COR was assigned to monitor the contractor’s performance, we found an
inadequate level of oversight. For contracts 2 and 3, FirstNet paid nearly $11 million to
its contractor without adequate surveillance documentation of contractor performance,
which we therefore identify as unsupported costs. Without adequate documentation of
contractor performance, there is no record of whether work performed under the
contract met acceptance criteria or quality standards. Contractors performing T&M
contracts are paid for the hours applied to the task, regardless of the outcome. The
decision to award a T&M contract placed a significant burden on FirstNet to ensure it
was receiving fair value. Thus, without surveillance documentation, the Department
does not have reasonable assurance that it received fair value. Further, because no
deliverables were stipulated for contract 2 and only status reports for contract 3, these
contracts required very little of the contractor to comply with the terms of the
agreements.
D. The COR approved payments for erroneous costs
We reviewed 96 percent of the $10.99 million paid to WRI and noted that the
contractor consistently submitted incorrect invoices, which the COR appropriately
rejected. However, for contract 3, the COR did not identify all invoice errors. Of the
19 WRI labor invoices paid, 3 invoices included duplicate charges previously paid and 1
of those also included unsupported labor charges. There were 2 additional invoices
from WRI that included time that was unsupported; 4 included rates that were higher
than the contract allowed. As a result, for contract 3, the COR erroneously approved
approximately $28,000 in improper payments and questioned costs. See table 4, next
page, for a summary of the erroneous invoice charges.

33

Section 5(f)(2) of the Inspector General Act of 1978, as amended, defines unsupported cost as questioned by an
OIG finding that, at the time of the audit, such cost is not supported by adequate documentation.
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Table 4. Summary of Erroneous Invoice Charges
Duplicate
Charges

Unsupported
Time

593-rev-1

X

X

504-rev-2

X

Invoice

493-rev-3

Questioned
Costs
$ 8,555
5,664

X

635
632-rev-1
457-rev1

Rate
Error

X

4,142
X

2,366

X

2,266

X

2,172

669

X

1,660

611-rev-1

X

930

Total

$27,755

Source: OIG analysis of documentary evidence obtained from NIST, NTIA, and WRI

In approving these expenses, the COR did not follow federal regulations requiring
government contracting personnel to reject services not conforming to contract
requirements.

Other Matters
Concerns Remain with Possible Lack of Competition and Conflicts of Interest While Awarding FirstNet
Task Orders Under the Department’s Established Blanket Purchase Agreements (BPAs)34
The Census Bureau and NIST did not have sufficient contracting staff to support FirstNet
procurement needs. As a result, the Department’s Office of Acquisition Management (OAM)
assumed the contracting support responsibilities and, in September 2013, established three
BPAs, awarded to three companies with a total estimated value of $67.2 million for 2 years of
service. Although we found that OAM’s awarding process, while establishing the BPA awards,
(a) followed acquisition regulations, and (b) addressed the fair and open competition issues that
WRI contract 3 had encountered, concerns remain with awarding task orders against the BPAs.
FirstNet asked that 30 incumbent SMEs from the WRI contract 3 be transitioned into the new
BPAs. Even though OAM expressed the belief that this request was not unusual for a follow-on
procurement, they raised a concern that the Department may appear to foster a
34

Use of Commercial Independent Risk Analysis Services Blanket Purchase Agreements (BPA), Memorandum for the
Heads of Departments and Agencies, February 4, 2008. Office of Management and Budget, Executive Office of the
President. “The General Services Administration (GSA), under the direction of OMB, has created a Governmentwide vehicle for acquisition…The use of a BPA will reduce administrative costs to the Government by acquiring
commercial items and services from GSA Multiple Award Schedule contracts…The BPAs do not obligate funds and
the Government is obligated only to the extent that authorized task orders are issued under the BPA. There is no
limit on the dollar value of task order purchases made under the BPA, and the period of performance...generally
will not exceed five years.”
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noncompetitive environment because they were aware of the significant role the incumbent
SMEs were having on FirstNet startup activities. As a result, OAM applied a tailored strategy to
help assure long-term competitiveness by (1) awarding three BPAs, in which the vendors
compete among themselves for the task orders to be awarded, and (2) limiting the past
performance factor to the experience of the prime contractor, instead of incumbent SME
previous work on contracts.
Additionally, during the course of our work, we found that—even though OGC was aware of a
list of companies developed by NTIA that posed a potential conflict of interest for FirstNet
Board members—such a list was never provided to OAM. As such, possible lack of full and
open competition when awarding future FirstNet task orders associated with the BPAs—and
contracting personnel not receiving information concerning potential conflicts of interest prior
to awarding the task orders—remain a concern.
Subsequent to Discussions with OIG, FirstNet Took Steps to Address Concerns Over Board Members’
Potential Conflicts of Interest and Ethics Issues
Finally, during the course of this audit, FirstNet’s chief counsel briefed us on recent FirstNet
efforts to develop and implement compliance procedures, including the hiring of an experienced
compliance specialist. We recognize the challenges associated with forming a new entity—and
find that the structure for ensuring coordination with the Department, as well as compliance
with ethics, financial disclosure and conflicts of interest statutes, is still developing. We cannot
make an assessment of its adequacy at this time.

Recommendations
We recommend that the
1. Secretary
Determine whether any of the financial disclosure noncompliance issues identified in our
audit require additional administrative action.
2. General Counsel
Conduct a review of OGC internal controls pertaining to financial disclosure and
conflict of interest at FirstNet, pursuant to the DAEO’s responsibilities described in the
CFR.35
3. Chair of FirstNet
(a) Send a memorandum to all FirstNet Board members and staff to remind them of
their obligations under the Ethics in Government Act and corresponding regulations,

35

The review should determine centralized supervisory responsibilities, resources, controls, and procedures
sufficient to meet the intent of the Ethics in Government Act and corresponding regulations.
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including the submission of initial disclosure and final public filer termination reports,
as well as the implementation of recusal procedures, as appropriate.
(b) Provide the appropriate staff at the Office of General Counsel (OGC) routinely
updated lists of entities representing potential conflicts of interest with FirstNet
Board members and staff.
4. Department’s Senior Procurement Official
(a) Provide guidance to NIST contracting staff on correct procedures for (1) selecting
contract types, (2) hiring consultants, (3) ensuring receipt of deliverables, and (4)
outreach, training, and oversight effort to prevent occurrences of unauthorized
commitments, according to appropriate federal regulations and contractual
requirements.
(b) Provide sufficient resources and guidance to the Contracting Officer Representative
(COR) assigned to FirstNet in order that the COR be able to perform adequate
contract quality assurance activities.
(c) Provide guidance to FirstNet management to ensure that the COR designated for
contracts has the appropriate technical expertise to administer the contract.
(d) Develop and implement policies and procedures to prevent FirstNet officials from
managing contractor personnel as personal service contractors.
(e) Identify any active FirstNet contracts or task orders currently being administered as
personal services contracts and take action to correct their administration.
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Summary of Agency Response and
OIG Comments
In responding to our draft report, the Department acknowledges OIG’s findings and concurs
with the recommendations. Also, the Department provides additional details relating to its
management of financial disclosures and procurement activities—and notes where it took issue
with OIG findings.
Overall, our findings confirm many of the ethics and procurement issues noted in the original
complaint leading to our audit (see appendix B for background). Below, we comment on certain
issues the Department raised within its response.
Financial disclosure findings
First, the Department’s response asserts that it takes seriously the requirements of filing
financial disclosure reports. However, it does not fully acknowledge the importance of internal
controls that guide administration of the Ethics in Government Act. (See finding I for additional
details on this criterion.)
The Department’s response also describes the work OGC undertook to brief and counsel
FirstNet Board members on ethics issues. Our audit report acknowledges the challenges
inherent in creating a new entity—and notes that OGC informed us of the work it did to brief
and counsel Board members prior to their first meeting. However, OGC was unable to
produce adequate, ordered, and relevant documentation to verify that this work had taken
place.
The response further delineates the effectiveness of OGC’s identification of and counselling on
potential conflicts of interest for the FirstNet Board. The Department attributes the exceptions
that our report notes to the scale of the Department’s financial disclosure programs and
provides details on the particular attention that it had given to disclosures related to FirstNet
Board members. Despite this level of attention, OGC was unable to provide documentation of
its standard practices.
In addition, while the Department’s response asserts that an ethics official would have access to
the necessary information for a conflicts analysis, facts with respect to FirstNet indicate
otherwise. For example, an ethics official took 8 months to correct one Board member’s failure
to disclose a significant financial interest in a conflicting entity. Separately, available documents
show no systematic attention to potential conflicts of interest on the FirstNet Board—and we
could not determine whether potential conflicts of interest were comprehensively addressed
when Board meetings were held in closed session.
Procurement findings
The Department’s response asserts that FirstNet relied on an unusual and compelling urgency
exception to full and open competition rules in conducting its contracting activities. However,
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as stated in finding IV. A, FirstNet failed to support its position within the sole source
justification. In particular, FirstNet’s written justification relied upon purported milestones that
might be missed if there was a gap in consultant services; however we were unable to identify
any such required milestones in the Act.
In addition, the Department’s response asserts that our report does not identify an
impermissible use of subcontractors and consultants; however, its response concerning the use
of consultants is incomplete. As the Department acknowledges in its response, the Act requires
FirstNet to select consultants, at a minimum, in “a fair, transparent, and objective manner.”36
Awarding contracts for WRI to identify and recruit consulting candidates, but then directing
WRI to hire preselected individuals, does not seem to satisfy this standard. Also, the
Department finds it permissible to direct a contractor to hire specific consultants prior to
award; however, prior to award, there is no contractor. The consultants employed by WRI
were independent contractors reporting directly to FirstNet Board members and employees.
With respect to contract monitoring, in its response the Department notes that it
incorporated FAR 52.246-6 into both WRI contracts. Not mentioned in the Department’s
response are how it addressed provisions of FAR 4.8, related to quality assurance records in
contract files, or CAM 1316.1, requiring contracting officers to ensure contract files contain
documentation to support the decision to use time-and-material or labor-hour contracts—as
well as a surveillance plan outlining how the government will monitor, control, and mitigate the
impact of adverse contract performance. This CAM section further requires that surveillance
plans provide reasonable assurance that efficient methods and effective cost controls are
utilized; outline the roles and responsibilities of surveillance personnel; and demonstrate the
skills and capacity of personnel to perform adequate reviews before payment is made. Further,
the Department’s sample COR appointment memorandum, CAM 1301.670, Appendix H,
instructs CORs to document actions taken and decisions made, as well as maintain adequate
records to sufficiently describe the performance of their duties during the life of a contract,
including records of COR inspections and records of conversations with the contractor.
Documentation in contract files should be sufficient to constitute a complete history of the
transaction for the purposes of providing a complete background as a basis for informed
decisions at each step in the acquisition process, supporting all actions taken; providing
information for reviews and investigations, and furnishing essential facts in the event of litigation
or Congressional inquiry. Without appropriate surveillance documentation, FirstNet cannot
provide reasonable assurance that it received fair value for the submitted work products with a
cost of $11 million.
The Department also responds that duplicate charges and unsupported time resulted in
$16,413 in overpayments. Although $16,413 in duplicate charges and unsupported time have
been recovered, the remaining $11,342 noted in our report was incorrectly approved.
Finally, the Department’s response points out that FirstNet’s early lack of a full management
team and support staff posed challenges in terms of the administration of the contracts. We
36
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See Pub. L. No. 112-96 § 6205(b)(1).
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acknowledge these administrative challenges—but still assert that the findings in this report
represent more serious systemic issues.
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Appendix A: Objectives, Scope, and
Methodology
The objectives of our audit were to assess whether the Department


had adequate processes in place to ensure that FirstNet Board members properly filed
financial disclosures and identified potential conflicts of interest and



used the appropriate contract type, fairly awarded and appropriately administered
FirstNet contracts, ensured services purchased under those contracts met industry
standards, and were consistent with contract requirements.

To accomplish our audit objectives, we


interviewed NIST, NTIA, and Census contracting officials, NTIA and FirstNet managers,
OGC officials, and Workforce Resources, Inc., officials;



reviewed timekeeping records to determine whether FirstNet Board members met the
public financial disclosure requirements;



reviewed confidential and public financial disclosure forms submitted by FirstNet Board
members to determine whether all federal requirements were met;



reviewed OGC documentation to determine whether ethics and financial disclosure
processes were adequate;



reviewed performance monitoring documentation to include contractor-generated
monthly status reports, government-generated contractor performance reports, and
contractor invoices and payments to evaluate the government’s monitoring of
contractor performance;



determined what types of services were purchased under the selected contracts and
purchase agreements; and



assessed whether
o the services purchased met contract requirements;
o the Contracting Officer’s Representative (COR) reviewed time and attendance
documents, contractor invoices, and other necessary supporting documentation to
ensure costs were allowable, reasonable, and allocable;
o CORs monitored and tracked contract labor rates and ceiling amounts to ensure
contract costs billed by the contractor did not exceed the negotiated contract
amount; and
o the Department had adequate processes in place to ensure that FirstNet Board
members properly filed financial disclosures and identified potential conflicts of
interest.
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We reviewed the following laws, regulations, policies and documents:


The Middle Class Tax Relief and Job Creation Act of 2012



5 CFR §§ 2634, 2635, and 2638



The Ethics in Government Act of 1978



Public Financial Disclosure: A Reviewer’s Reference, second edition



5 USC § 3109, 18 USC § 208, and 41 USC § 253



FAR subparts 6.3, 8.4, 12, 19, and 37



The Commerce Acquisition Manual 1301, 1306, and 1316



Memorandum from Civilian Agency Acquisition Council on Direct 8(a) Contracting



SBA Government Contracting 101, PART 1—Small Business Contracting Programs, A
Guide for Small Business



Workforce Resources, Inc., contracts SB1335-13-CN-0002 and SB 1335-13-CN-0020



FunctionalIT contract GS-10F-0027S

We reviewed internal controls significant within the context of the audit objectives by
interviewing officials at the Census Bureau, NIST, NTIA, and OGC, examining relevant policies
and procedures, and reviewing documentation for evidence of internal controls. To satisfy our
audit objectives, we did not rely on computer-processed data. Instead, we reviewed
documentation submitted by contracting personnel at NIST, the Census Bureau, and NTIA, as
well as contractor staff at Workforce Resources, Inc.; therefore, we did not test the reliability
of information technology systems.
We performed our work in accordance with generally accepted government auditing standards.
These standards require that we plan and perform our audit to obtain sufficient, appropriate
evidence that provides a reasonable basis for our findings and conclusions based on our audit
objectives. We believe that the evidence obtained provides a reasonable basis for our findings
and conclusions based on our audit objectives.
We conducted our review from November 2013 through July 2014 under the authority of the
Inspector General Act of 1978, as amended, and Department Organization Order 10-13. We
performed our work at the Department of Commerce headquarters in Washington, DC; NIST
offices in Gaithersburg, Maryland; and the OIG regional offices in Atlanta and Denver.
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Appendix B: Complaint Background
At the April 23, 2013 FirstNet Board of Directors meeting, a Board member presented a
resolution raising various concerns, including (1) openness and transparency in decision making
by the FirstNet Board, (2) Board members access to records, (3) the development of a plan for
FirstNet’s national public safety broadband network, and (4) issues related to ethics and
procurement. In addition, the Board member met with the Inspector General in July 2013 to
discuss his concerns.
In May 2013, the FirstNet Board established a Special Review Committee to examine the first
three of these issues. In the public version of its report,37 the Committee concluded that (1) the
FirstNet Board has engaged in open and transparent decision making, (2) FirstNet did not
withhold information from Board members, and (3) FirstNet is still developing its network plan
with full consultation and outreach.
In October 2013, the Board chairman, based on conversations with the Inspector General,
asked the Office of Inspector General to take over the inquiry into ethics and procurement.

37

See FirstNet Special Review Committee, September 20, 2013. Report on Openness and Transparency, Access to
Information and Network Planning [online]. www.ntia.doc.gov/other-publication/2013/firstnet-special-reviewcommittee-report. The Special Review Committee notes that the public report does not include privileged
communications and attorney work product, which are neither subject to disclosure nor available to the public—
but are included in the Legal Counsel Report to the First Responder Network Authority (FirstNet) Board of
Directors Special Review Committee, August 2013.
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Appendix C: Contract Criteria
The following list provides background information to criteria concerning exceptions permitting
a process other than full and open competition. The exceptions criteria are referred to in
subfinding A within finding III of the report.
Circumstances permitting other than full and open competition (FAR 6.302):
A. Only one responsible source and no other supplies or services will satisfy agency requirements.
When the supplies or services required by the agency are available from only one
responsible source, or—for the Department of Defense, NASA, and the Coast Guard—
from only one or a limited number of responsible sources, and no other type of supplies
or services will satisfy agency requirements, full and open competition need not be
provided for.
B. Unusual and compelling urgency. When the agency’s need for the supplies or services is of
such an unusual and compelling urgency that the government would be seriously injured
unless the agency is permitted to limit the number of sources from which it solicits bids
or proposals, full and open competition need not be provided for.
C. Industrial mobilization; engineering, developmental, or research capability; or expert services.
Full and open competition need not be provided for when it is necessary to award the
contract to a particular source or sources in order to (a) maintain a facility, producer,
manufacturer, or other supplier available for furnishing supplies or services in case of a
national emergency or to achieve industrial mobilization; (b) establish or maintain an
essential engineering, research, or development capability to be provided by an
educational or other nonprofit institution or a federally funded research and
development center; or (c) acquire the services of an expert or neutral person for any
current or anticipated litigation or dispute.
D. International agreement. Full and open competition need not be provided for when
precluded by the terms of an international agreement or a treaty between the United
States and a foreign government or international organization, or the written directions
of a foreign government reimbursing the agency for the cost of the acquisition of the
supplies or services for such government.
E. Authorized or required by statute. Full and open competition need not be provided for
when (a) a statute expressly authorizes or requires that the acquisition be made through
another agency or from a specified source; or (b) the agency’s need is for a brand name
commercial item for authorized resale.
F. National security. Full and open competition need not be provided for when the
disclosure of the agency’s needs would compromise the national security unless the
agency is permitted to limit the number of sources from which it solicits bids or
proposals.
G. Public interest. Full and open competition need not be provided for when the agency
head determines that it is not in the public interest in the particular acquisition
concerned.
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Appendix D: OIG-Reviewed Confidential
Disclosure Filings
FirstNet Board, Inconsistencies in Confidential Disclosure
Filings (Form 450), Post–OGC Review Period
FirstNet
Board
Member

Agency
Acceptance
Without Filer
Signature

A
B

No
Date
Stamp
X

X

X

C

X

D

X

E

X

F

X

X

G

N/A

N/A

H

X

I

X

J

X

X

K

X

M

X

Source: OIG analysis of filer submissions to OGC
Board members were randomly assigned letters. Analysis is of nonpermanent Board members
and, in some cases, consolidates multiple filings. Board member L submitted Form 278 only.
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Appendix E: OIG-Reviewed Public Financial
Disclosure Filings
FirstNet Board, Inconsistent Administration
of Public Financial Disclosure Submissions (Form 278),
Post–OGC Review Period
Form
Extensions
Board
Timely
Member
Received
by
Request
Granted
Department
A

Yes

Yes

Yes

B

N/A

N/A

N/A

C

No

No

No

D

No

Yesa

No

E

Yes

Yes

Yes

F

N/A

N/A

N/A

G

N/A

N/A

N/A

H

Requested after
submission deadline

Yesa

No

I

No

Yesa

No

J

Requested after
submission deadline

Yesa

No

K

No

No

No

L

N/A

N/A

N/A

M

N/A

N/A

N/A

Source: OIG analysis of filer submissions to OGC
a
Extension granted, but contrary to federal regulations. Board members were subject
to differing filing requirements, including deadlines, based on length or type of service.
N/A means public disclosure requirement is not triggered, already fulfilled, or
unknown. Analysis is of nonpermanent Board members in calendar year 2013. Since
the Board’s inception, one Board member completed his appointment and did not
seek another term.
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Appendix F: Potential Monetary Benefits
Unsupported Costs
Finding IV, subfinding C
a

30

$11,000,000a

Includes $27,755 of unsupported costs from finding IV, subfinding D
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Appendix G: FirstNet Board
Board Member
Susan Swenson, Chair
Samuel “Sam” Ginn
(former Chair)
Barry Boniface
Tim Bryan
Shaun Donovan
Charles “Chuck” Dowd
F. Craig Farrill
Paul Fitzgerald
Eric Holder
Jeffrey Johnson
Jeh Johnson
William Keever
Kevin McGinnis
Ed Reynolds
Teri Takai
Wellington Webb

Telecommunications/technology executive

Term
Expiration
August 2016

Telecommunications executive (retired)

August 2014

Occupation

Private equity investor and telecommunications
executive
CEO, National Rural Telecommunications
Cooperative
Director, Office of Management
and Budget
Assistant Chief, New York City Police
Department
Wireless telecommunications executive
Sheriff, Story County, Iowa
Attorney General of the United States
Fire Chief (retired); former Chair, State
Interoperability Council, State of Oregon;
CEO, Western Fire Chiefs Association
Secretary, Department of Homeland Security
Telecommunications executive (retired)
Chief/CEO, North East Mobile Health Services
Telecommunications executive (retired)
Government information technology expert;
former CIO, States of Michigan and California
Founder, Webb Group International; former
Mayor, Denver, CO

August 2016
August 2015
Ex-officio
August 2014
August 2015
August 2014
Ex-officio
August 2016
Ex-officio
August 2013
August 2016
August 2014
August 2016
August 2015

Source: FirstNet
As of the completion of OIG field work, William Keever had completed his initial appointment and did not seek
another term. Subsequent to the completion of OIG field work, Samuel Ginn vacated his position 2 months prior
to the end of his term and F. Craig Farrill resigned.

The FirstNet authorizing legislation established a Board, to consist of the Secretary of
Homeland Security, the Attorney General of the United States, and the Director of the Office
of Management and Budget as permanent members.38 In addition, the Secretary of Commerce
appoints 12 individuals as follows:


38

to include no fewer than 3 individuals to represent the collective interests of the states,
localities, tribes, and territories;

47 USC § 1424(b)(1).
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to ensure geographic and regional representation of the United States in such
appointments;



to ensure rural and urban representation; and



to include no fewer than 3 individuals who have served as public safety professionals.39

Each of the 12 Board members appointed by the Secretary should possess at least one of the
following areas of expertise:


public safety: knowledge and experience in the use of federal, state, local, or tribal public
safety or emergency response



technical: technical fluency regarding broadband communications, including public safety
communications



network: knowledge and experience with building, deploying, and operating commercial
telecommunications networks



financial: knowledge and experience with financing and funding telecommunications
networks40

Further, the 12 Board members appointed by the Secretary must include at least one individual
with technical expertise, one with network expertise, and one with financial expertise.41

39

47 USC § 1424(b)(2)(A).
47 USC § 1424(b)(2)(B)(i).
41
47 USC § 1424(b)(2)(B)(ii).
40
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Appendix H: Agency Response
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