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Background

U.S. PATENT AND TRADEMARK OFFICE

The United States Patent and
Trademark Office (USPTO) is
the nation’s single entity that
examines, grants, and registers
patents and trademarks
to individual inventors,
organizations, and businesses.
Its mission is fostering
innovation, competitiveness,
and economic growth
domestically and abroad
by delivering high quality
and timely examination
of patent and trademark
applications, guiding domestic
and international intellectual
property policy, and delivering
intellectual property
information and education
worldwide. To support this
mission, USPTO relies on its
56 information systems, some
of which use cloud computing
services.

Inadequate Security Practices, Including Impaired Security of
Cloud Services, Undermine USPTO’s IT Security Posture

Cloud computing is a way
for acquiring and delivering
computing services. It enables
on-demand access to shared
computing resources with the
goal of reducing information
technology (IT) costs. To help
achieve these efficiencies, the
Office of Management and
Budget issued a “Cloud First”
policy that required each
agency’s chief information
officer to implement a cloud
service whenever there was a
secure, reliable, cost-effective
option.

Why We Did This
Review
We conducted this audit
to determine whether key
security measures are in place
to adequately protect USPTO
systems that utilize databases
to store business information.

OIG-17-021-A

WHAT WE FOUND
We found that USPTO’s IT security posture was undermined due to inadequate
security practices, including impaired security of cloud services. Specifically, USPTO
(1) failed to implement the required security controls for cloud-based subsystems;
(2) used non-Federal Risk and Authorization Management Program (FedRAMP)
compliant cloud services without proper security assurance; and (3) deficiently
implemented fundamental security controls, which increased the cybersecurity risk of
USPTO systems.

WHAT WE RECOMMEND
We recommend that the USPTO Chief Information Officer do the following:
1. Take immediate action to implement and assess required security controls for the
Global Patent Search Network, or discontinue operation of the subsystem.
2. Follow the National Institute of Standards and Technology Risk Management
Framework process to ensure that required security controls are properly
implemented and assessed on all cloud-based systems when using FedRAMPcompliant services.
3. Establish processes to develop and maintain an accurate inventory of all cloudbased servers, and conduct routine vulnerability scanning, as required by
Department and USPTO policies.
4. Ensure that all applicable security controls are implemented and assessed for
all non-FedRAMP compliant services already in-use, or discontinue use of such
services.
5. Establish processes to determine the feasibility of obtaining sufficient assurance
that the required controls are adequately implemented and assessed prior to
using cloud-based services.
6. Evaluate current strategy of replacing unsupported server operating systems, and
develop and implement a plan to prioritize available resources for the component
upgrade or replacement.
7. Ensure that unsupported databases are upgraded or replaced in a timely manner.
8. Ensure that accurate inventories of hardware and software products are
established and maintained.
9. Establish a process to ensure effective coordination between the Cybersecurity
Division and operation teams to timely share critical security information, such as
credentials and vulnerability scanning reports.
10. Establish vulnerability scanning procedures that require credentialed scanning of
all system components as required by Department and USPTO policies.
11. Ensure that passwords for user and database administrator database accounts
meet the standards set by Department and USPTO policies.
12. Ensure that unauthorized ports are disabled for all USPTO systems.
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Introduction
The United States Patent and Trademark Office (USPTO) is the nation’s single entity that
examines, grants, and registers patents and trademarks to individual inventors, organizations,
and businesses. Its mission is fostering innovation, competitiveness, and economic growth
domestically and abroad by delivering high quality and timely examination of patent and
trademark applications, guiding domestic and international intellectual property policy, and
delivering intellectual property information and education worldwide. To support this mission,
USPTO relies on its 56 information systems, some of which use cloud computing services.
Cloud computing is a way for acquiring and delivering computing services. It enables on-demand
access to shared computing resources with the goal of reducing information technology (IT)
costs. To help achieve these efficiencies, the Office of Management and Budget (OMB) issued a
“Cloud First” policy 1 that required each agency’s chief information officer (CIO) to implement a
cloud service whenever there was a secure, reliable, cost-effective option.
To help achieve adequate security for cloud services, the government-wide Federal Risk and
Authorization Management Program (FedRAMP) was established to provide a standardized
approach to security assessment, authorization, and continuous monitoring for cloud services.
Specifically, FedRAMP provides approved authorization packages, 2 which could be leveraged by
the authorizing officials to make risk-based decisions regarding the use of cloud services. This
“do once, use many times” approach saves cost and time required to conduct redundant agency
security assessments. The FedRAMP policy memorandum 3—issued by OMB in December
2011—mandates FedRAMP compliance for all cloud services used by the federal government.
The Federal Information Security Modernization Act of 2014, Pub. L. No. 113–283, an update of
the Federal Information Security Management Act of 2002, Pub. L. No. 107–347, requires the
Department and its bureaus to secure their IT systems through the use of cost-effective
management, operational, and technical controls. This responsibility applies to all IT systems,
including those using cloud computing services.
The National Institute of Standards and Technology (NIST) outlined a six-step process to
manage risks throughout an information system’s life cycle, known as the Risk Management
Framework (RMF). 4 Federal agencies have been required to follow the process since February
2010. This framework includes security control implementation and assessment and system
authorization based upon a risk-based decision.
1
See OMB, February 8, 2011. Federal Cloud Computing Strategy. Washington, DC: OMB.
See also CIO Council and Chief Acquisition Officers Council, February 24, 2012. Creating Effective Cloud Computing
Contracts for the Federal Government, Best Practices for Acquiring IT as a Service. Washington, DC: CIO Council.
2
Authorization packages include, at minimum, the Security Plan, Security Assessment Report, Plan of Action and
Milestones, and a Continuous Monitoring Plan. See OMB, December 8, 2011. Security Authorization of Information
Systems in Cloud Computing Environments. Washington, DC: OMB.
3
OMB, December 8, 2011. Security Authorization of Information Systems in Cloud Computing Environments.
Washington, DC: OMB.
4
NIST, February 2010. Guide for Applying the Risk Management Framework to Federal Information Systems, NIST SP
800-37, Rev 1. Gaithersburg, MD: NIST.
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Objective, Findings, and Recommendations
We conducted this audit to determine whether key security measures are in place to
adequately protect USPTO systems that utilize databases to store business information. We
judgmentally selected 7 of 56 USPTO systems that support the mission of granting U.S. patents
and registering trademarks. (See appendix B.) Two of these selected systems utilize commercial
cloud computing services. Our review focused on fundamental security practices and control
implementations on these selected systems. See appendix A for further details regarding our
objective, scope, and methodology.
We found that USPTO’s IT security posture was undermined due to inadequate security
practices, including impaired security of cloud services. Specifically, USPTO (1) failed to
implement the required security controls for cloud-based subsystems; (2) used non-FedRAMP
compliant cloud services without proper security assurance; and (3) deficiently implemented
fundamental security controls, which increased the cybersecurity risk of USPTO systems.

I. USPTO Failed to Implement the Required Security Controls for Cloud-Based
Subsystems
In 2013, USPTO began using a cloud-based service to host the Global Patent Search
Network (GPSN)—a subsystem of the Patent End-to-End (PE2E) system that provides
public access to translations of the Chinese patent data distributed by the State Intellectual
Property Office of China and does not contain USPTO patent application data. USPTO
decided to deploy GPSN on a FedRAMP-compliant infrastructure as a service (IaaS)5
provided by a commercial cloud vendor. To achieve FedRAMP compliance, the IaaS was
assessed by a third-party assessment organization (3PAO) and granted an authorization to
operate (ATO) by the Department of Health and Human Services (HHS). 6 USPTO
leveraged this ATO for its own use of the cloud service. However, because this service is
an IaaS, the commercial vendor is only responsible for providing secure infrastructure, such
as hypervisors, 7 networking, and physical storage facilities. As a customer, USPTO used this
infrastructure to deploy virtualized servers, such as web servers and application servers.
Therefore, USPTO was responsible for implementing required security controls for these
virtualized servers (see figure 1).

5

IaaS is a capability provided to a consumer to provision processing, storage, and other computing resources
where the consumer is able to deploy software, such as operating systems and applications. The consumer does
not manage or control the underlying cloud infrastructure, but does have control over the deployed software.
6
A 3PAO is an accredited organization that performs initial and periodic assessments of cloud providers to ensure
they meet FedRAMP requirements. HHS is the first federal agency to grant this cloud service an ATO.
7
The hypervisor is a program that allows multiple operating systems to share a single hardware server. Each
operating system appears to exclusively use the hardware server’s processor, memory, and other resources.
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Figure 1. Cloud IaaS Customer and Service Provider Responsibilities
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Source: OIG developed. This figure is a conceptual representation of
the generalized responsibility areas for a customer using a cloud IaaS.

We found that required security controls had not been implemented on GPSN because of
USPTO’s misunderstanding of the scope of its security responsibilities. From system
deployment in June 2013 until September 2015, USPTO was unaware of this deficiency of
security control implementation because it did not perform security control assessments
for GPSN. It was not until the fiscal year (FY) 2016 assessment that USPTO realized
required security controls had not been implemented. USPTO then developed corrective
actions to address the deficiency. However, those corrective actions were inadequate to
address the absence of required security controls. Further, the required vulnerability
scanning of virtualized servers deployed on the cloud was never performed due to the lack
of an accurate subsystem inventory.
A. Required security controls were not implemented on GPSN
Prior to system deployment, USPTO must ensure that all applicable security controls
were implemented, as required by NIST 800-53, Rev. 4. 8 In June 2013, USPTO deployed
GPSN. To validate that the required security controls were adequately implemented on
GPSN, we selected 23 for review. 9 Since GPSN is a low-impact subsystem of the
moderate-impact PE2E system, only 16 of the 23 controls were applicable. We found
that none of the 16 applicable controls had been implemented. Further, we found 15 of
8

Federal Information Processing Standards Publication 200: Minimum Security Requirements for Federal Information
and Information Systems requires federal agencies to meet the minimum security requirements through the use of
the security controls in accordance with NIST Special Publication 800-53, Rev. 4, Security and Privacy Controls for
Federal Information Systems and Organizations.
9
We selected 23 critical controls that apply to USPTO moderate-impact systems. See appendix A for our detailed
methodology.
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them incorrectly relied upon the cloud service provider for implementation for over 3
years.
USPTO’s misplaced reliance on the cloud service provider to implement controls was
because of its misunderstanding of customer responsibilities. However, USPTO’s
responsibility was explicitly stated in the cloud provider’s security document—the
Customer Responsibility Matrix (CRM) 10—which was available to USPTO in December
2013. Further, USPTO’s misunderstanding of their customer responsibilities was
worsened by not conducting security control assessments for GPSN from system
deployment in 2013 through September 2015. Consequently, none of the selected
GPSN critical security controls were implemented.
B. Planned corrective actions did not address actual implementation of the required security
controls
In September 2015, USPTO conducted the FY 2016 annual security assessment 11 of the
PE2E system, which included GPSN. This assessment found that USPTO had incorrectly
relied upon the service provider to implement required security controls for GPSN. To
address this newly discovered deficiency, USPTO developed a corrective action plan.
However, this plan only addressed updating the system security documentation but did
not address the actual implementation or assessment of the required controls, all part
of proper implementation of the RMF process.
We asked USPTO officials how this plan would ensure that the required security
controls were actually implemented. They acknowledged that their planned actions only
addressed updating system security documentation. They also indicated that the control
implementations would not be assessed until the next annual security assessment later
in 2016. However, in September 2016, USPTO again insufficiently assessed GPSN which
resulted in assessors stating that 10 of the 12 controls evaluated had insufficient
evidence to complete the assessment. Consequently, required security controls for
GPSN will remain unimplemented until a sufficient assessment identifies the problem
and adequate corrective actions are performed.
C. Vulnerability scanning did not occur for cloud-based subsystems
Department and USPTO policies require quarterly vulnerability scanning of system
components. 12 We found that GPSN servers being hosted by the cloud provider were
never scanned since system deployment in 2013. This was due to USPTO’s lack of
maintaining an accurate inventory of the servers deployed in a cloud environment. We
also found a similar issue on another PE2E subsystem being hosted on FedRAMP-

10

The CRM is a document that is provided by the cloud service provider which defines the responsibilities of
security control implementation for both the cloud service provider and the customer.
11
USPTO completed PE2E’s 2016 fiscal year annual assessment during September 2015.
12
Examples of system components include servers and workstations.
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compliant IaaS, the Cooperative Patent Classification-Intellectual Property (CPC-IP). 13
For both systems, USPTO did not perform vulnerability scanning or maintain an
accurate inventory of the cloud-deployed servers.
Establishing and maintaining an inventory of servers being hosted on a commercial cloud
presents challenges, which is a result of the dynamic nature of a cloud computing
environment. However, without the maintenance of an accurate system inventory—as
required by Department and USPTO policy—vulnerability scanning cannot be properly
completed. By not scanning for vulnerabilities, the potential security weaknesses were
left unknown and greatly diminished the security posture of the cloud-based system.

II. USPTO Used Non-FedRAMP Compliant Cloud Services without Proper
Security Assurance
In December 2011, OMB mandated FedRAMP compliance for all cloud services used by the
federal government by June 2012. 14 However, beginning in September 2012, during
development of its next generation systems—PE2E and Trademark Next Generation
(TMNG)—USPTO decided to use non-FedRAMP compliant software as a service (SaaS), 15
such as application monitoring, e-mail, notification, and database services. These services
have not been independently evaluated by a FedRAMP 3PAO, and have not received an
ATO that could be leveraged by USPTO. Therefore, USPTO is solely responsible for
ensuring that all required security controls are implemented and assessed, as required, for
FedRAMP compliance.
We found that USPTO accepted the risk to use an unsecure non-FedRAMP compliant cloud
service despite known, significant security deficiencies. Also, USPTO did not have a viable
path forward to achieve compliance of other non-FedRAMP approved cloud services.
A. USPTO improperly accepted the risk to use an unsecure non-FedRAMP compliant cloud service
In August 2015, USPTO granted an Interim Authorization to Test (IATT) 16 for a cloudbased database service, as part of the CPC-IP subsystem. During testing of the cloud
13

CPC-IP is a low-impact subsystem of the PE2E system that provides a shared repository for all patents schemes
approved by USPTO and the European Patent Office. At the time of CPC-IP deployment into a production
environment in May 2016, it was authorized as the standalone system named “Cooperative Patent Classification Intellectual Property Office Collaboration Tools.”
14
“For all currently implemented cloud services or those services currently in the acquisition process prior to
FedRAMP being declared operational, security authorizations must meet the FedRAMP security authorization
requirement within 2 years of FedRAMP being declared operational.” See OMB, December 8, 2011. FedRAMP Policy
Memorandum. Washington, DC: OMB.
15
SaaS is a capability provided to a consumer to use the provider’s applications running on a cloud infrastructure.
The applications are often accessible via a web browser or a program interface. The consumer does not manage or
control the underlying cloud infrastructure including network, servers, operating systems, storage, or even
individual application capabilities, with the exception of limited user-specific application configuration settings.
16
IATT is a special type of authorization decision allowing an information system to operate in an operational
environment in order to test the system with actual operational (i.e., live) data for a specified period. The
authorizing official grants an IATT only when the operational environment or live data are required to complete
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service, significant security deficiencies were found by the 3PAO. Specifically, after
testing only 43 of 325 controls, 17 the 3PAO found 43 moderate and 68 low security
deficiencies. Subsequently, the cloud service was explicitly rejected by HHS from
inclusion in the list of FedRAMP-approved services. As a result, USPTO’s Cybersecurity
Division recommended moving to a USPTO-approved configuration baseline and
discontinuing use of the cloud service. However, the system owner of CPC-IP
concluded that using the cloud service or USPTO’s own database would have similar
levels of risk. In May 2016, despite its significant security deficiencies, the authorizing
official accepted the risks of the cloud service and continued its use in the fully
authorized production environment of CPC-IP.
B. USPTO did not have a viable path forward to achieve compliance for non-FedRAMP approved
cloud services
In addition to the cloud-based database service, USPTO has also used other nonFedRAMP compliant cloud services as part of its cloud-based systems, such as
application monitoring, e-mail, notification, and management services. According to the
OMB December 2011 FedRAMP policy memorandum and Department policy, these
SaaS are required to be FedRAMP-compliant when used by USPTO. 18 As previously
mentioned in this report, when a cloud service is not FedRAMP-compliant, USPTO
cannot leverage an existing ATO. Instead, USPTO is responsible for ensuring all
FedRAMP-required controls have been implemented and assessed so that the service
may be authorized to operate by USPTO’s authorizing official.
To do so, USPTO must gather the necessary information from the provider to ensure
that required controls have been correctly implemented and properly assessed. Before a
cloud service has achieved FedRAMP compliance, the provider generally does not
release IT security-related documentation to its customers because of the proprietary
nature of non-FedRAMP compliant SaaS. To assist customers in documenting how
security controls for non-FedRAMP compliant SaaS are implemented on their system,
the provider made results of various regulatory compliance reviews—such as SOC 19 and
ISO 27001 20—available. However, after evaluating the regulatory compliance reviews,
USPTO concluded that the reviews did not contain sufficient information to ensure that
the required security controls were correctly implemented or assessed. As a result,

specific test objectives. The IATT allows organizations to assess functional and security requirements within a
system’s intended environment during development.
17
FedRAMP requires the implementation and assessment of 325 controls for a moderate impact level.
18
U.S. Department of Commerce, March 29, 2016. FedRAMP Applicability, Commerce Information Technology
Requirement 024 (CITR-024). Washington, DC: DOC.
19
SOC (Service Organization Controls) are reports intended to provide information and assurance about the
controls at a service organization that affect the security, availability, and processing integrity of the systems the
service organization uses to process users’ data and the confidentiality and privacy of the information processed by
these systems.
20
International Organization for Standardization (ISO) 27001 is a standard to keep information assets secure by
providing requirements for an information security management system.
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USPTO was left with no viable path forward to ensure all FedRAMP-required controls
had been implemented by the cloud service provider.

Conclusion of Findings I and II
The issues identified in findings I and II illustrate the challenges and confusion USPTO had when
using commercial cloud-based services, which resulted in the impaired security implementation
for its cloud-based systems. The GPSN subsystem was USPTO’s first IT system to use a
commercial cloud service. According to USPTO, this was an ideal trial-run because of the low
risk nature of the low-impact GPSN subsystem. However, USPTO has knowingly neglected the
security requirements for GPSN by (1) not implementing required security controls; (2) taking
inadequate remediation actions; and (3) never tracking and scanning cloud-deployed servers.
This history of unawareness and neglect of security for the cloud-based system demonstrated
the breakdown of a meaningful trial-run of cloud services. As evidenced, the CPC-IP system
was deployed nearly 3 years after GPSN, yet we saw similar fundamental deficiencies in the
secure implementation of the cloud-based system. Therefore, this trial was a deficient test for
future cloud deployments.
During this audit’s exit conference with USPTO on October 18, 2016, USPTO acknowledged
our concerns on using commercial cloud services and indicated that it will develop a plan to
discontinue use of all cloud services affected by this audit. According to the USPTO CIO, the
decision to cease using both IaaS and SaaS offered by the provider is based upon the unbounded
risk the authorizing official must accept when using non-FedRAMP compliant services.
Specifically, while the infrastructure cloud services are FedRAMP-approved and risk is clearly
defined, the management services to administer the infrastructure cloud services are not
FedRAMP-approved.

Recommendations
We recommend that the USPTO Chief Information Officer do the following:
1. Take immediate action to implement and assess required security controls for
GPSN, or discontinue operation of the subsystem.
2. Follow the NIST RMF process to ensure that required security controls are properly
implemented and assessed on all cloud-based systems when using FedRAMPcompliant services.
3. Establish processes to develop and maintain an accurate inventory of all cloud-based
servers, and conduct routine vulnerability scanning, as required by Department and
USPTO policies.
4. Ensure that all applicable security controls are implemented and assessed for all nonFedRAMP compliant services already in-use, or discontinue use of such services.
5. Establish processes to determine the feasibility of obtaining sufficient assurance that
the required controls are adequately implemented and assessed prior to using cloudbased services.
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III. USPTO Deficiently Implemented Fundamental Security Controls, Which
Increased the Cybersecurity Risk of USPTO Systems
USPTO relies on multiple information systems to support its critical mission of granting
patents and trademarks. Some of these systems—such as Enterprise UNIX Servers (EUS)
and Database Services (DBS)—are IT infrastructure systems that provide servers and
databases to host application systems and store mission-critical information. Application
systems support various steps in the process of granting patents and trademarks. In
addition, USPTO relies heavily on virtualization technology to host servers and databases.
For example, in FY 2015, the EUS system contained over 110 hypervisors, which are critical
components that support virtualization of IT infrastructure.
USPTO systems are maintained by various operation teams—such as the individual
application teams, the Database Services Branch, and the Server and Storage Services
Branch—while the vulnerability scanning and security documentation maintenance are
handled by the Cybersecurity Division. The operation teams provide information to the
Cybersecurity Division to create and update the security documentation that serves as a
base for security control assessment. The Cybersecurity Division provides vulnerability scan
reports to the operation teams. For this reason, effective coordination among these teams
is essential to ensure that adequate security is properly implemented.
We reviewed fundamental security controls on seven selected systems, which included five
application systems: USPTO’s next-generation modernization systems (PE2E and TMNG);
the legacy systems (Patent Search System-Primary Search and Retrieval (PSS-PS), Patent
Search System-Specialized Search and Retrieval (PSS-SS), and Trademark Processing SystemExternal Systems (TPS-ES)); and infrastructure systems (EUS and DBS). See appendix B for
system descriptions.
We identified unsupported server operating systems and databases within USPTO’s IT
infrastructure. We also found that the vulnerability scanning performed by USPTO was not
comprehensive and missed a majority of hypervisors and databases. Furthermore, credential
scanning was not consistently employed.
In addition, we found weak passwords for both database user and database administrator
(DBA) accounts. We also identified unauthorized open ports and running services on
application system components.
A. Unsupported server operating systems and databases resulted in persistent vulnerabilities within
USPTO’s IT infrastructure
Patching software products, such as server operating systems and databases, to
remediate security vulnerabilities is required by Department and USPTO policies, and is
considered one of the best security practices to reduce the risk of compromise. In
general, software vendors provide customers with support and patches for their
products until a certain date. Customers must upgrade to the next version of the
product to continue to receive patches.
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We reviewed the versions of software products installed on the EUS and DBS systems.
We found that 70 EUS servers supporting USPTO legacy systems had operating systems
that were no longer supported. Therefore, potential critical vulnerabilities for these
servers will remain until the operating systems are upgraded. In addition, 21 databases
operating within the DBS system were unsupported, and 16 of them were susceptible to
critical vulnerabilities, including Structured Query Language (SQL) injection. 21 Seven of
these databases have been unsupported since July 2010.
For EUS, USPTO was fully aware of these unsupported system components, and had
planned to replace them since 2012. However, USPTO repeatedly extended the
replacement deadline by simply accepting the risk. The main reason for the delay—
according to the USPTO CIO—was due to business needs requiring the legacy systems
continued operation and the competing resources USPTO has to commit to the
migration effort. For DBS, inadequate coordination between the operation teams
responsible for maintaining databases and maintaining the applications running within
these databases led to a delay in upgrading database version.
B. Scanning practices were inadequate to identify vulnerabilities
According to USPTO policy, all system components are to be scanned quarterly.
However, USPTO implemented an inadequate scanning process that only scanned a
subset of EUS system components each quarter, with a goal of scanning all components
over the course of a year. To assess USPTO’s scanning practices, we reviewed all EUS
scanning reports conducted in FY 2015. We found that 85 percent (105 out of 123) of
the hypervisors within EUS had not been scanned in the entire year. Hypervisors are
critical system components that host virtualization infrastructure to support USPTO
application systems. By not scanning hypervisors, potential security weaknesses were
unknown and unremediated, thus increasing the security risk that jeopardized USPTO’s
mission.
By using a database scanning tool, USPTO planned to scan all databases within DBS each
quarter. We reviewed the scanning reports conducted in the fourth quarter of FY 2016,
and focused on one type of database 22 that is widely deployed at USPTO. We found 66
percent (116 out of 176) of the databases had not been scanned. Similar to hypervisors,
when databases are not scanned, the potential for unknown and unremediated security
weaknesses negatively affects confidentiality, integrity, and availability of data stored on
these databases.
Not scanning such a large number of system components and databases was due to the
lack of effective coordination between the EUS operation team and the Cybersecurity
Division, as well as the DBS operation team and the Cybersecurity Division, resulting in
incomplete inventory of EUS hypervisors and DBS databases. As required by
Department policy, each system should develop and maintain up-to-date inventory of
21

SQL injection is a vulnerability which allows an attacker to execute a command via a web form to extract,
modify, or destroy the data stored in the back-end database.
22
USPTO uses multiple databases from different vendors.
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system components. Since the incomplete inventories were used by the Cybersecurity
Division to perform scans of system components and databases, the scans inevitably
would miss those not included in the inventories.
Further, when performing a vulnerability scan, it is imperative to use credentials—as
required by Department policy 23—to ensure an accurate and comprehensive
vulnerability scan. We found that USPTO did not consistently use credentials to scan 11
percent (79 out of 749) of EUS components in FY 2015. Specifically, these components
were scanned with credentials in one quarter, but not during another. According to
USPTO, this inconsistency was because the credentials were changed on the system
components by the EUS operation team, but the new credentials were not given to the
Cybersecurity Division to perform the scan. As a result, components were scanned with
invalid credentials, and thus the scanning result did not provide an accurate picture of
known vulnerabilities.
C. Weak passwords made databases vulnerable to unauthorized access
Our review of the database scanning reports also identified 13 databases having database
user accounts with weak, easily-guessed passwords, including DBA accounts. We tested
those accounts by successfully logging into the databases, and confirmed that 19 user
accounts and 2 DBA accounts had weak passwords.
We judgmentally selected six accounts to further examine the reasons for having weak
passwords. We found three operation teams were responsible for maintaining the
applications that utilized these accounts. The teams were either unaware of the
deficiency or decided to leave the password unchanged because of the obstacle to
change it. Specifically:
•

One team was not aware of the two weak DBA account passwords that were
originally created to facilitate software installation and vendor customer support.
After our inquiry, the DBA accounts were disabled.

•

One team was fully aware of one user account, but allowed its continued use.
According to the team, there are several hundred reporting products utilizing
this password, and it is difficult to manually change the password on each
product without disrupting business operations. No action had been taken to
change the password.

•

One team was not aware of the weak passwords of three user accounts, which
had not been changed since October 2012. This deficiency was never discovered
because, according to the team, database vulnerability scanning reports were not
provided to them by the Cybersecurity Division. After we notified the team, it
took action to change the passwords and disable these accounts.

Strong passwords are required by Department and USPTO policies and are necessary
to ensure the security of the mission critical data stored on the USPTO databases.
23

Per CITR-016, Vulnerability Scanning and Patch Management, all network addressable devices must be scanned
with credentials.
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USPTO’s use of weak, easily-guessed passwords—especially on DBA accounts—leaves
databases vulnerable to unauthorized access or modification.
D. Unauthorized open ports and running services increased the risk of system compromise
Ports are entryways into a system component for running services. A service is an
application that communicates with another system component through a designated
port. Ports that are utilized by a system should be maintained in the system’s security
documentation by the Cybersecurity Division. The security documentation is then used
to authorize the system and support continuous monitoring. Thus, any ports that are
undocumented would be unauthorized.
USPTO is required to adhere to the security control requirements defined by NIST.
These requirements include the limiting of information systems to the least functionality
necessary 24 by disabling all unneeded ports and services.
We reviewed selected system components from 5 application systems and identified
105 unauthorized ports and services on 4 systems. No unauthorized ports and services
were found for the selected PE2E system components. USPTO was unsure of the
purpose or what services were running on the open ports.
Table 1. Unauthorized Open Ports and Services per System
System

Number of Unauthorized
Ports & Services

TMNG

5

TPS-ES

22

PSS-PS

60

PSS-SS

18

PE2E
Total

0
105

Source: OIG analysis of USPTO vulnerability scans.

These open ports illustrated the inadequacy of the practice for documenting authorized
ports by USPTO teams. Leaving these ports open and potentially unneeded running
services increases the risk of system compromise.

24

NIST, April 2013. Security and Privacy Controls for Federal Information Systems and Organizations, NIST Special
Publication 800-53, Rev. 4. Gaithersburg, MD: NIST, F-71.
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As illustrated in this finding, the breakdown of coordination resulted in deficient security
control implementations, including inadequate vulnerability scanning, weakened database
security, and unauthorized open ports. These deficiencies could be significantly minimized if
effective coordination occurs between the Cybersecurity Division and operation teams.
In addition, we are especially concerned about the inadequate security practices on EUS and
DBS systems because they are critical IT infrastructure systems that provide underlying
support to USPTO business functions. Any security vulnerability existing on these systems
could result in a serious consequence to USPTO’s mission. USPTO must ensure that
adequate security is in place to protect its critical IT infrastructure.

Recommendations
We recommend that the USPTO Chief Information Officer do the following:
6. Evaluate current strategy of replacing unsupported server operating systems, and
develop and implement a plan to prioritize available resources for the component
upgrade or replacement.
7. Ensure that unsupported databases are upgraded or replaced in a timely manner.
8. Ensure that accurate inventories of hardware and software products are established
and maintained.
9. Establish a process to ensure effective coordination between the Cybersecurity
Division and operation teams to timely share critical security information, such as
credentials and vulnerability scanning reports.
10. Establish vulnerability scanning procedures that require credentialed scanning of all
system components as required by Department and USPTO policies.
11. Ensure that passwords for user and DBA database accounts meet the standards set
by Department and USPTO policies.
12. Ensure that unauthorized ports are disabled for all USPTO systems.

FINAL REPORT NO. OIG-17-021-A

13

U.S. DEPARTMENT OF COMMERCE

OFFICE OF INSPECTOR GENERAL

Summary of Agency Response and
OIG Comments
In response to our draft report, USPTO concurred with all recommendations and described
both completed and planned actions to address each recommendation. USPTO also included
technical comments to our draft report, from which we made changes to the final report where
appropriate. We have included USPTO’s formal response as appendix C of this report.
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Appendix A: Objective, Scope, and
Methodology
Our audit objective was to determine whether key security measures are in place to adequately
protect USPTO systems that utilize databases to store business information.
We reviewed internal controls significant within the context of our audit objective and
employed a comprehensive methodology to validate the security posture of 7 of 56 selected
USPTO moderate-impact systems. Specifically, we judgmentally selected and reviewed
implementation status of 23 controls defined in NIST Special Publication 800-53, Rev. 4, which
are part of the moderate-impact system baseline. However, when we evaluated the control
implementation for the low-impact subsystems of the moderate impact system, we selected 16
of 23 controls that are part of low-impact system baseline (see table A-1).
Table A-1. Office of Inspector General-Selected Security Controls
Control
Family

Control
No.

Control Name

Baseline

AC-2

Account Management

Low and Moderate

AC-3

Access Enforcement

Low and Moderate

AC-5

Separation of Duties

Moderate

AC-6

Least Privilege

Moderate

AC-12

Session Termination

Moderate

AC-17

Remote Access

Low and Moderate

AU-2

Audit Events

Low and Moderate

AU-3

Content of Audit Records

Low and Moderate

AU-6

Audit Review, Analysis, and Reporting

Low and Moderate

CM-2

Baseline Configuration

Low and Moderate

CM-3

Configuration Change Control

Moderate

CM-6

Configuration Settings

Low and Moderate

CM-7

Least Functionality

Low and Moderate

CM-8

Information System Component Inventory

Low and Moderate

Identification and
Authentication

IA-2

Identification and Authentication
(Organizational Users)

Low and Moderate

Planning

PL-2

System Security Plan

Low and Moderate

Risk Assessment

RA-5

Vulnerability Scanning

Low and Moderate

Access Control

Audit and
Accountability

Configuration
Management
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Control
No.

Control Name

Baseline

SC-8

Transmission Confidentiality and Integrity

Moderate

SC-13

Cryptographic Protection

Low and Moderate

SC-28

Protection of Information at Rest

Moderate

SI-2

Flaw Remediation

Low and Moderate

SI-3

Malicious Code Protection

Low and Moderate

SI-10

Information Input Validation

Moderate

Source: NIST Special Publication 800-53, Rev. 4, Appendix F (Security Control Catalog)

To do so, we:
•

reviewed system-related artifacts, including policy and procedures, planning documents,
and other materials;

•

interviewed USPTO officials, including system owners, the IT security and operations
staff, and management;

•

reviewed vulnerability scanning results conducted by USPTO during FY 2015;

•

reviewed database vulnerability scanning results conducted by USPTO during the fourth
quarter of FY 2016; and

•

validated weak passwords by successfully logging in to the affected databases.

We reviewed USPTO’s compliance with the following applicable internal controls, provisions of
law, regulation, and mandatory guidance:
•

The Federal Information Security Modernization Act of 2014

•

IT Security Program Policy, U.S. Department of Commerce, introduced by the Chief
Information Officer on September 12, 2014, and applicable Commerce Information
Technology Requirements (CITR):
o CITR-016, Vulnerability Scanning and Patch Management
o CITR-017, Security Configuration Checklist Program
o CITR-019, Risk Management Framework (RMF)
o CITR-021, Password Management
o CITR-024, FedRAMP Applicability

•

United States Patent and Trademark Office IT Security Handbook, dated December 2015

•

NIST Federal Information Processing Standards Publications:
o 199, Standards for Security Categorization of Federal Information and Information
Systems

16
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o 200, Minimum Security Requirements for Federal Information and Information Systems
•

NIST Special Publications:
o 800-37, Rev. 1, Guide for Applying the Risk Management Framework to Federal
Information Systems: A Security Life Cycle Approach
o 800-53, Rev. 4, Security and Privacy Controls for Federal Information Systems and
Organizations
o 800-53A, Rev. 4, Assessing Security and Privacy Controls in Federal Information
Systems and Organizations, Building Effective Assessment Plans

We conducted our field work from March 2016 to October 2016 at Department headquarters
in Washington, DC, and USPTO offices in Alexandria, Virginia. We performed this audit under
the authority of the Inspector General Act of 1978, as amended, and Department Organization
Order 10-13, dated April 26, 2013, and in accordance with generally accepted government
auditing standards. Those standards require that we plan and perform the audit to obtain
sufficient, appropriate evidence to provide a reasonable basis for our findings and conclusions
based on our audit objectives. We believe that the evidence obtained provides a reasonable
basis for our findings and conclusions based on our audit objectives.
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Appendix B: Descriptions of Selected Systems
DBS: The Database Services system consists of various types of databases that provide a
database infrastructure to support USPTO’s applications.
EUS: The Enterprise UNIX Services system consists of UNIX-based servers that provide a
hosting platform to support USPTO applications.
PE2E: The Patent End-to-End is a next generation system that provides office action
processing, workflow management, and role-based administration examination tools to track
and manage the cases and view documents in text format.
PSS-PS: The Patent Search System–Primary Search and Retrieval provides multiple means for
querying U.S. and foreign patent data.
PSS-SS: The Patent Search System–Specialized Search provides access to highly specialized
scientific or technology-based data such as annual submissions of nucleic and amino acid
sequence or prior-art searching of polynucleotide and polypeptide sequences.
TMNG: The Trademark Next Generation system provides end-to-end support for processing
of trademark applications. The system is used to submit or make changes to trademark
applications, used by examining attorneys during the examination phase of an application, and
enables consumers of published data in the official gazette to review information and search for
items of interest.
TPS-ES: The Trademark Processing System–External Systems provides support to USPTO
staff and public users through the trademark application process. The system allows users to
complete and register a trademark domestically or internationally, provide support to
trademark examining attorneys and the general public to search and retrieve design search
codes, and assists Office of Trademark in sending and receiving data from the International
Bureau, related to international applications that are being handled by the USPTO.
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Appendix C: Agency Response
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