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Why We Did This Review

Background
Continuous monitoring is a 
critical post-accreditation aspect 
of the security certifi cation and 
accreditation process. Effective 
continuous monitoring requires 
confi guration management and 
control of information system 
components, security impact 
analyses of changes to the 
system, assessment of security 
controls, and status reporting. 

We sought to determine whether, 
due to continuous monitoring, 
(1) offi cials are kept informed 
about the status and effective-
ness of security controls, (2) the 
agency promptly mitigates any 
defi ciencies, and (3) BIS has 
resolved defi ciencies we noted 
in our FY 2006 evaluation. 

What We Found

What We Recommend

The Federal Information 
Security Management Act of 
2002 (FISMA) requires federal 
agencies to identify and provide 
security protection of informa-
tion collected or maintained by 
it or on its behalf. Inspectors 
general are required to annually 
evaluate agencies’ information 
security programs and practices. 
Such evaluations must include 
testing of a representative subset 
of systems and an assessment, 
based on that testing, of the 
entity’s compliance with FISMA 
and applicable requirements.

This review covers our assess-
ment of the Bureau of Industry 
and Security’s (BIS) continuous 
monitoring of its information 
technology (IT) infrastructure 
system since its accreditation in 
2006.

Continuous monitoring has not been conducted since the 2006 accreditation. Further, signifi cant 
certifi cation and accreditation defi ciencies that we previously identifi ed have not been corrected. 
Our on-site review this year found other vulnerabilities that likewise require remediation. As a 
result, offi cials have no assurance that the required controls are in place to adequately protect the 
IT infrastructure system and its information. Although the authorization to operate the system ex-
pired earlier this year, BIS has no current plans to reaccredit its IT system. Thus, BIS should not 
have reported to the Offi ce of Management and Budget and the Department that annual assess-
ments of security controls were conducted or that the system was certifi ed and accredited.

BIS offi cials provided no explanation as to why these actions have not been taken. Until such 
protections are in place, this system will remain vulnerable.

We are making many specifi c recommendations aimed at putting into place a system in which 
changes are documented, monitoring of selected security controls is continuous, and authorizing 
offi cials are informed of and accept necessary risks. BIS offi cials have indicated their agreement 
with our fi ndings and recommendations.    


